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1. #1 2 (Abstract)

11 81

ClearTrace Protocol (CTP) . ZILTUXLEEIDIERRE IETETHR 17, RS AT A HED
DiREF AT R4 i2 X (Immutable & Verifiable) TiR$i 4 2 RIZERKR TH D,

1.2 /8—3=04

Semantic Versioning 2.0.0 #i# A, VIx B ClXE 2L B AR BREFRITT 5.

2. REHEHL X)L (Compliance Tiers)

Level Target Clock Sync | Serializatio | Signature Anchor
n
Platinum HFT/ PTPv2 SBE Hardware 10 min
Exchange (<Tus)
Gold Prop Firm NTP (<1ms) JSON Client Local 1 hour




Silver MT4/5 Best-effort | JSON
Retail

Delegated 24 hours

3. /R METIL (Event Lifecycle)

stateDiagram-v2
[*] --> SIG: Signal
SIG --> ORD: Order Sent
ORD --> ACK: Acknowledged
ACK --> EXE: Filled (Full)
ACK --> PRT: Partial Fill
ACK --> CXL: Cancelled
SIG --> REJ: Rejected
EXE --> MOD: Modified
EXE --> CLS: Closed

state "System Events" as Sys {
HBT: Heartbeat
ERR: Error

}

4. T —A3ET)L: CTP-CORE (Header)

WHBANYRE—T4—)LKR

Tag Field Name Type Description

1001 EventID UuID ARVKEAID (v4)

1002 TracelD UuID Ex5|)L—KID (CAT
Rule 613%£#1)

1010 Timestamp Int64 UTC Nanoseconds
(Epoch)




101 EventType Enum SIG, ORD, ACK,
EXE, PRT, REJ, CXL,
MOD, CLS, HBT,
ERR
1020 VenuelD String 7 B—Ah—/E5|fRID
1030 Symbol String #Ra—F
5. yisR N O—F (Extensions)
5.4 CTP-HEALTH: System Health Extensions
{# &4 EventType=ERR B
Tag Field Name Type Description
8001 ErrorCode String I5—a—F (fl:
"ERR_TIMEOUT")
8002 ErrorMessage String HAyE—
8003 Component String FEATR (f:
"Bridge”,
"RiskEngine")

(CTP-Al, CTP-ALG, CTP-DETECT % &Bg)

6. Integrity & Security Layer (CTP-SEC)

6.1 Hash Chain Fields




Tag Field Name Type Description

9001 PrevHash SHA-256 BRIV ED
EventHash (¥]1[E:
0x0...0)

9002 EventHash SHA-256 TEC6.5HTIZHELVET
Haht=n\wyina

9003 Signature Baseb64 TRCO.6EICHELVAE
BEnf-E4

9004 SignAlgo Enum ECDSA_SECP256K1
, ED25519,
RSA 2048

9006 SignedBy Enum CLIENT,
DELEGATED

6.4 Merkle Tree Anchoring Fields (New!)
FEREH: 7o) T AR AR (GEER)

Tag Field Name Type Description

9010 MerkleRoot SHA-256 HEERD AR
BEDOIL—kn\yia

9011 AnchorTxHash String 0y Fz—2TxID
(f51: "Ox...")

9012 AnchorTime Int64 TR T RITHE
% (UTC ns)

9013 AnchorProvider Enum BITCOIN,

ETHEREUM,




OPENTIMESTAMPS,
TSA_RFC3161

6.5 EventHash Calculation (IE3R1E/)L—JL)

BLDEEBTOD/N\NY Y 1—HE R T 5= . RFC 8785 (JSON Canonicalization Scheme)
[CHEHT D,
1. Canonicalization: Header&Payload#A 72 - %RFC 8785126 LMERRIE T %,
o F—MDVY—hMTILITFRYLREIE
o ZEAKRE BIT-M1V0TUMAR—REZELHIRK
o UnicodeIE#R1E: NFCRZ X

2. Input Construction:
Hashinput = Canonical(Header) + Canonical(Payload) + PrevHash

3. Hashing:
EventHash = SHA256(HashInput) (Hex String&L TH 71)

6.6 Signature Generation Process

1. Sign Input: EventHash (64X F DHexXF3) & UTF-8/\1/ 3l LTS,

f5l: EventHash = “f2ca..." -> Signinput = b"f2ca..." (64 bytes)
JXE: EventHash(ZBEIZSHA-256/\ v 1 EH TH A= EREABATHE/ v ait

LWLV & (FT= (X HashNone E—F#FERT52&),
2. Execution: #Z2R&n =7 )LT1) X L (SignAlgo) TE 4 L. DERF.X#Base64T>a—KLT

Tag 9003 [Z#&#83 5,

@)
@)

Appendix C: SBE XML Schema (Template)

<?xml version="1.0" encoding="UTF-8"?>
<sbe:messageSchema xmlns:sbe="http://fixprotocol.io/2016/sbe"
package="com.aegis.ctp" id="1" version="1" semanticVersion="1.0.0">

<types>
<composite name="Header">
<type name="EventID" primitiveType="char" length="36"/>
<type name="Timestamp" primitiveType="int64"/>
<enum name="EventType" encodingType="uint8">



<validValue name="SIG">1</validValue>
<validValue name="ERR">99</validValue>
</enum>
</composite>
</types>
<sbe:message name="CTP_Event" id="100">
<field name="Header" id="1" type="Header"/>
<data name="Payload" id="2" type="varDataEncoding"/>
<data name="Signature" id="3" type="varDataEncoding"/>
</sbe:message>
</sbe:messageSchema>

Appendix D: MQL5 Implementation Guide (Silver Tier)
MQL5IZE T BUNIXZA LRAY TE B EJSONEED YT,

/I CTPLogger.mgh
class CTPLogger {
string m_endpoint;
string m_apiKey;
public:
CTPLogger(string endpoint, string key) : m_endpoint(endpoint), m_apiKey(key) {}

/I FEE: MQLSTIEF/#FE E DB RIS (S F AT BE.
/1 Silver TierCl&Best-effort SN TL\ST=8.
// GetTickCount64() (2#) % 1,000,000/ELTH/#IZEH#T S,
long GetNavTime() {
return (long)GetTickCounté4() * 1000000;
}

string GenerateUUID() {

Il 85 RE (RBE TIXWInAPIZ TRFCA122EHLUUIDZE 4 i HESE

return "550e8400-e29b-41d4-a716-" + IntegerToString(GetTickCount());
}

bool SendSignal(string tracelD, string symbol) {
string json = StringFormat(
Il{ll
“\"CTP_Version\":\"1.0.0\","



“\"ComplianceTier\":\"Silver\","
“\"Header\":{"
“\"EventID\":\"%s\","
"\"TracelD\":\"%s\","
"\"Timestamp\":%164d," // 64bitE#HLLTH A
“\"EventType\":\"SIG\","
“\"Symbol\":\"%s\""
oy
"\"Security\":{\"SignedBy\":\"DELEGATED\"}"
I
GenerateUUID(), tracelD, GetNavTime(), symbol
);
/... (WebRequesti£{E ALEE)
return true;
}
I

Appendix E: Python Implementation Guide (JCS
Compliance)

RFC 8785 (JCS) IZ#EML-IERILEEZER DEEH,

import json

import hashlib

import time

import uuid

# pip install canonicaljson ecdsa

from canonicaljson import encode_canonical_json
from ecdsa import SigningKey, SECP256k1

class CTPEvent:
def _init_ (self, trace_id, event_type, symbol, prev_hash="0"*64):
self.header = {
"EventID": str(uuid.uuid4()),
"TracelD": trace_id,
"Timestamp": int(time.time() * 1€9),
"EventType": event_type,



"Symbol": symbol
}
self.payload = {}
self.prev_hash = prev_hash

def sign(self, private_key_pem):
# 1. Canonicalize (RFC 8785)
# encode_canonical_json returns bytes
header_c = encode_canonical_json(self.header)
payload_c = encode_canonical_json(self.payload)

# 2. Calculate EventHash

# Input = Canonical(Header) + Canonical(Payload) + PrevHash(UTF-8)
hash_input = header _c + payload_c + self.prev_hash.encode('utf-8')
event_hash = hashlib.sha256(hash_input).hexdigest()

# 3. Sign the Hex String (UTF-8 encoded bytes)

sk = SigningKey.from_pem(private_key pem)

sign_input = event_hash.encode('utf-8')

signature = sk.sign(sign_input).hex() # Returns hex string of DER signature

return {

"CTP Version": "1.0.0",

"Header": self.header,

"Payload": self.payload,

"Security": {
"PrevHash": self.prev_hash,
“EventHash": event_hash,
"Signature": signature,
"SignAlgo": "ECDSA_SECP256K1",
"SignedBy": "CLIENT"
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