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http://pages.checkpoint.com/wannacry-ransomware5.html

SandBlast Threat Emulation 3> RiIRY I XADIREBL R— M KB iEE DR

Malware Report

Emulated On: Microsoft Windows XP 32 bit, SP3, Office 2003, Office 2007, Adobe Acrobat Reader 9.0, Adobe Flash Player9, Java SE16.0

1=, ed0lebfbc9eb5bbea545af4d01bf5f1071661840480439c...
e A Malicious Activity Detected

Type ﬂ axe

Size 3.4 MB

MD3 B4c82835a5d21bbcf75a61706d8ab549

SHAL 5ff465afaabcbf0150d1a3ab2c2e74f3a4426467

Download malicious file

4 Affected Processes

% 4 Suspicious Activities

e 4 Processes Created | 2 Processes Terminated | 0 Processes Crashed

Behaves like a known malware | Generic MALWARE.1b25 ) C:\WINDOWS\system32\attrib.exe

Malware activity observed | Trojan-Ransom Win32 Scatter.uf ) CAWINDOWSIsystem32iemd exe

Malware detected [ Gen:Variant Graftor. 369176 ) C:AWINDOWS\system32\cseript.exe

Malware signature matched | Trojan-ransom.Win32 Wery.U lzpjh ) Cite filesttaskdl.exe

13 Affected Registry Keys —= 31 Affected Files
13 Entries Set | 0 Entries Deleted —J 21 Files Created | 23 Files Modified | 4 Files Deleted
a\Audi CA$LogFile

HEKECL i imedia\Audio Compression Manager C:\Documents and Settings\admin\Desktop\@Please Read Me@.txt

HEKECL i imedia\Audio C ion Mar M C:\Documents and Settings\admin\Desktop\@WanaDecryptor@.exe

HEKECL i imedia\Audio C ion ManagenPriority v4.00 C:\Documents and Settings\admin\Desktop\a alimpse into the future.bm.

more more
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Malware Report 8] Check Point
Emulated On: Microsoft Windows 7 32 bit, Office 2013, Adobe Acrobat Reader 11.0, Adobe Flash Player 12, Java SE1.7.0 o

- @WanaDecryptor@.exe

Jﬁ 4 Malicious Activity Detected

Type ﬂ axe

Size  240.0 KB

MDS  7bf2b57f2a205768755¢07f238fb32cc

SHAL  45356a9dd616ed7161a3b9192e2f318d0ab5ad10

Download malicious file
% 3 Suspicious Activities 3 - 0 Affected Processes

T 0 Pocesses Created | 0 Processes Terminated | 0 Processes Crashed

Behaves like a known malware { Generic MALWARE.T4b }
Malware detected [ Generic.Ransom HydraCrypt CEB435F4 )
Malware signature matched { Trojan-ransom.Win32 Wery U.gyfrf )

0 Affected Files

0 Files Created | 0 Files Modified | O Files Deleted

.%-;f 3 Affected Registry Keys

3 Entries Set | 0 Entries Deleted

HKCU\Control Panel\Desktop\Wallpaper
HKCU\SoftwarelWanaCryptOr
\ReqistryiUsen5-1-5-21-292738990-2461527479-3432112557-1000 Classes\Vir...
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Check Point SandBlast Agent DI # L > >w JHEE(C K DiEEN D

SR A> S > - L7R— M http://freports.us.checkpoint.com/wannacryptor?2 1/index.html T &L\ ZT2
(FTE£9,

Usar Mame: o000t Trigger ciusers\oooonddownloads\wery.exe
Computer. oo Triggered By:  SandBlast Agent Anti-Ransomware Blade ES0.65
Tncident T0:  wery. full_attack_analysis1494. Trigger Tame:  5/14/2017, B17:11 AM -

How did it entier the system?

Accessed | inchrome.exe
B Remediation (32 files Was an infaction present and remaved? ‘ Business Impact (242 events) ~ What was the damage?
[+] @wanadecryptor@.exe cAuserspoosontdownloads, @wanadecryptord.exe 5] [ 2014-financial-statements-en.pdf ey 014-financisl-stat L
[+ ] @wanadecryptor @.exe cutersioaotdownlosds\ @wanadecryptor.exe @ [ g-example-donor-repertdoc E ) doc
1 \ ’
[+] @wanadecryptor @.exe cusersyosmondownloads\@wanadesryptorexe @ [ A g-fir . pdf - uments\g- finance-manual-maf pdf
o sy - P " B gfinancesiafijddoc cusersioononddocuments\g-finance-staff-jd doc
Dwanadecrypter.ens lusersbommrdownlosds Bwanadecryptard ens
& gprocure A v anual doc
[+] @wanadecryptor @ exe clusersiomonidownloads\ @wanadecryptor@.exe [
o B geamplejosry cusersyoomoodocuments\gsample-jdart
wanadectyplor@ et Cusers oo downlosds GwanadecrypIord exs
o @ vl @ s [ ol = uments\g_t phexis
[+] @wanadecryptor@.exe clusersoonontdownloads\ @wanadecryptord.axe @
- + | 25 mone -+
M suspicious Activity (16 categories)  What happened in the system? 6 Incident Details (26 pracesses How do T analyze further?
Shadow Copy Deletion (2 events) o
Tor Execution (1 event) )
Torr Communincation (5 events)
Tor Application Download (2 everts) [+ ]
File Access Control List Modification (1 event) ° °
Privilege Change (3 events)]
wese. ScriptExecution (L event) o
o
L] ] e
° o
[+]
-+ o -+
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http://freports.us.checkpoint.com/wannacryptor2_1/index.html
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SandBlast Agent
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Incident Details

6 Tree View (26 processes, 7 hidden) oo wery fullsttack snalyis 404515803475

Check Point Sandblast Agent D7 >F 5 8 AD 1T PHEEICER

SHADITVOBSEES Y ADTIVREERE IOV IS KIUMEIHT B Sandblast Agent #EEEIC K D1E
IBDEMFZENE TR UET .
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https://youtu.be/0jb8zd7H634
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Threat Extraction d3& T Threat Emulation
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® I > RiRA > MREMHEE (SandBlast Agent)
FPoFSIHYLADTT
Threat Extraction & T\ Threat Emulation
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FFIIINDTT
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Microsoft Windows (C8(F13. EternalBlue (CLD SMBEHTHOUE— b - O— RET
https://www.checkpoint.com/defense/advisories/public/2017/cpai-2017-0332.html

Microsoft Windows (C$(12 SMB #Z#HTHOUE— b - J— K547 (MS17-010 : CVE-2017-0143)
https://www.checkpoint.com/defense/advisories/public/2017/cpai-2017-0177.html
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https://technet.microsoft.com/ja-jp/library/security/ms17-010.aspx
https://www.checkpoint.com/defense/advisories/public/2017/cpai-2017-0332.html
https://www.checkpoint.com/defense/advisories/public/2017/cpai-2017-0177.html

Microsoft Windows (CH (TS SMB #ZFEHTDUE— b - J— 34T (MS17-010 : CVE-2017-0144)
https://www.checkpoint.com/defense/advisories/public/2017/cpai-2017-0198.html

Microsoft Windows (CH (TS SMB #REHTDUE— b - J— 34T (MS17-010 : CVE-2017-0145)
https://www.checkpoint.com/defense/advisories/public/2017/cpai-2017-0200.html

Microsoft Windows (CH(F5 SMB #f#HTHOUE— b - O— RZ%EfT (MS17-010 : CVE-2017-0146)
https://www.checkpoint.com/defense/advisories/public/2017/cpai-2017-0203.html

Microsoft Windows (CH(F2D SMB #FHTODIEHMRE (MS17-010 : CVE-2017-0147)
https://www.checkpoint.com/defense/advisories/public/2017/cpai-2017-0205.html
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Tel: 03-5367-2500 / Fax: 03-5367-2501
Email: info_jp@checkpoint.com
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