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URL

https://www.ipa.go.jp/security/10threats/10threats2026.html

https://www.ipa.go.jp/pressrelease/2024/press20250214.html

https://www.ipa.go.jp/pressrelease/2025/press20250527.html

https://www.ipa.go.jp/security/vuln/websecurity/about.html

https://www.j-credit.or.jp/security/pdf/Creditcardsecurityguidelines_6.1_published.pdf

https://www.j-credit.or.jp/security/pdf/creditcardsecurityguidelines_6.0_FAQ.pdf

https://www.ppc.go.jp/personalinfo/legal/leakAction/

https://www.ppc.go.jp/personalinfo/legal/r8kaiseihogohou
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OWASP Application Security Verification
Standard 5.0.0 (2025%58). E#&HS135.0.00

OWASP API Security Top 102023

BEHR X&
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HD
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TS0 T14 R

GitHub Actions
T¥alTFq’
1t

OWASP Top 10

Center for Internet Security Benchmarks (25

U R EEIFOREERLE)

AWS TSecurity best practices in IAM]

GitHub Docs lSecurity hardening for GitHub
Actions

URL

https://github.com/OWASP/ASVS

https://owasp.org/API-
Security/editions/2023/en/0x11-t10/

https://owasp.org/Top10/

https://www.cisecurity.org/cis-benchmarks

https://docs.aws.amazon.com/IAM/latest/User
Guide/best-practices.html

https://docs.github.com/en/actions/security-
for-github-actions/security-guides/security-
hardening-for-github-actions
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Dependabot

GitHub Docs FAbout push protectiony

GitHub Docs TAbout Dependabot security
updates]

URL

https://docs.github.com/en/code-
security/secret-scanning/introduction/about-
push-protection

https://docs.github.com/en/code-
security/dependabot/dependabot-security-
updates/about-dependabot-security-updates
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URL
https://cheatsheetseries.owasp.org/cheatsheets/Password_Storage_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Credential_Stuffing_Prevention_Cheat
_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Forgot_Password_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Multifactor_Authentication_Cheat_She
et.html

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.ht
ml

https://cheatsheetseries.owasp.org/cheatsheets/Authorization_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Insecure_Direct_Object_Reference_Pre
vention_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Mass_Assignment_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_She
et.html

https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Chea
t_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Server_Side_Request_Forgery_Prevent
ion_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/File_Upload_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Secrets_Management_Cheat_Sheet.ht
ml

https://cheatsheetseries.owasp.org/cheatsheets/Error_Handling_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/HTTP_Headers_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Security_Cheat_Shee
t.html

https://cheatsheetseries.owasp.org/cheatsheets/Vulnerable_Dependency_Management
_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Cl_CD_Security_Cheat_Sheet.html

https://cheatsheetseries.owasp.org/cheatsheets/Logging_Cheat_Sheet.html
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BRFR URL

CSEES{tRE https://cheatsheetseries.owasp.org/cheatsheets/Cryptographic_Storage_Cheat_Sheet.h
tml

CSExa7RBRISTIRT7— https://cheatsheetseries.owasp.org/cheatsheets/Secure_Cloud_Architecture_Cheat_Sh

FTFUOFv eet.html

V=)L (\WFNH2026-10-22F53, LIMMDEEEHIIFIRTHD. FERRZDOHEE « REETIZHW)

V= B& URL
OWASP ZAP Web 7 7 OFE) - BEEIRF v~ https://www.zaproxy.org/
Semgrep Y — X O— R OFRRIEENT https://semgrep.dev/
gitleaks RS N BEOMZRBRRE https://gitleaks.io/
npm audit npm &7E/ Vw7 — 2 O BEAAESS MR https://docs.npmjs.com/cli/v10/commands/np
m-audit
OSV-Scanner BREEOME/N Y — ORISR https://google.github.io/osv-scanner/
Trivy AVTFHFAX=T - T7AII R TLOMESEM | https://trivy.dev/
R
Prowler U579 REREDRIR https://docs.prowler.com/
testssl.sh TLS BREDFER https://testssl.sh/
MDN HTTP HTTPEX a2 T ANy 4 —DiFR https://developer.mozilla.org/en-
Observatory US/observatory
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