NTTDaTd

Trusted Global Innovator

—/NIbEFa)F 1 BmMEFEAL R—+

2019 FE 55 2 I4HA




NTTDaTda

Trusted Global Innovator

R

1o I T T A T N e ssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssee 1
2. TEB Y D e 2

2.0, T DA T I UTRER e 2
3. HBERIEA L) oot 6
B, BBTEME oo 9

41, 1EBIDSSL VPNELTEDIETIIE .......oooooeoeoeeeeeeeeeeesceeeeeeeeeessseeeeeeessssssssseeeesssssssssseesssssssssseeeeee 9

VN R LY 1110) 56 =d bk 1 == asp gl ok 10
YRR G | Vi R A B0 iy 1 AN e OO 11
B, T e 15
T T A LTA D e 17
BEIESTRR ..o eeee et s s e 23



ITEITT4T9%)—

1. IOV I974%)—

KL R— ;& NTTDATA-CERTAEARERRICURE L= 1 N—tF 21 1) 7 1 BERIRICE DS,
TOMEFHRICHIFTZITO—-/NIVBRZEIREDERTHE - aMULIZEDTI,

T4 FI— KB

2019 EFE2MFHAICH VT, T4 F I —VHBNBUZBERY F U7, $FICSprint
HOEHIIFHENTH Y . BHRBEOEF 1T 1 DEXDERRHVWFVRT—XICBE
DIFTWebtF 1 FDY R T LARLEEZER U, [samsung.com] FH CEEIBHRZHEINT D
FENBAVSNTVWEU R COEIBHRBICRITIRNAN TSI T 1 A%ZERIT D &E
X1 )T ICEDNDANLSHBOFRETT,

WebXF= U7 NDBEENME

T—IR—RIRTLZIFUHE UT EREMEICEART EHIRA VIIEALS UTHEZL
FEUTWET, £72. LEIH SHERINTLDWebRF X VT DFENEIELTLET,
WBEI REMEDH 2059 RY—E X LDECH 1 + % BEMICIEZR U TR R
U. ECHA FAWebRF I VI ZMLAATI LI Y b A— RIBEREZATVETD,

KES VYLD T PHEE

2019F4B L, KE TS VY LAT I PHEENREEURITTVET,, 2019FEFE 2T
HEL DI IY LTI PHENRESNTVE T, tABEBKIZINZ T, FR0HEHRE KE
SNT L AHEETHENREL TVWXT ST LD T 7REED—HIE U TIEmotet |
[Mrickbot] TRyuk] D3BDVILT TP ZHAENESD [Triple Threat] EIFIENSKESE
NEOND>TLET,

RO

REMBECIREMEZEOIWE, VIV I 7EMZENE T IX—IKRE, SUTLTVITR
BRE, INETICEMEBINTZREN L WP LFOTHBELER T WBAE V5T
H—EXDREMECHFMEDBEHRR. ERX — IV EXBITESRVWIREBX —IILOZEMICK
V. A N—KBZEINSELIELTVET, CNETERBRDIRTIIHENBNT S
HETNHBHYET,

1

© 2019 NTT DATA Corporation



FERREY D

2. S EFBREWD

21. PS5 F1— e

HISMFI—URBEE. SRHICBVWOAEBEDKBEFELETRIEETT [1,

1D BIE KIEEPCHAFHERR S IENOMEBIERE T 2720(2, BEIRRED 514 F T
—JFE®ICHENT, EF1 )T WRAHVVEBZREZOENN ICT DFETY,
2D8IE. VIMI I PORETCERITTREY I I 7D TSAFI—2%&UT,
RIVII7ORBI—-REBALRY I NI I 7EEHA U THREDENDICTBFETT,
COREFEIE, 170-/NbE+1) T« BREAFHAL R— ~20185FE E4P94H] DF
BrEYIEUTERYEIFTVWET [2]

2019 EF2MHEATIE I DEDY IS4 FI—VKEBDA V70 MABURBEERYF
L7z,

R 112019FER2MMFHICHE - MESNZY TSAFI -V KE
O
1 7/13 | FBEHEE SyTechft  Z1—Z X7« 7ZDNetld, BEICLYW DOV 7DIFHEET
5 DEFRRLET DRI EHEHITE D TV zSyTech#th S5 &
HEINRERUE Bl RBEINYFITTIV—T
foviru$l T. SyTech#tdM7OY 10 MEE'Y —JLJIRARPActive
DirectoryD—/NIC P VAU, 7.5GBE DHEFIEREZHH U
Tzo HEEEHRIE TBID/\ v F 259 )L—TIDigital Revolution]
ANHBFEINE

2 7/22 | Samsung.com Z1—RAT 1 PZDnetld. KEDBEEZFE TH S Sprinttth’
H LR IW—TFDRAT A ~samsung.comBHTARIET I
AzxZ2F, BABRRAVARELEZZEZHRUE 4
Sprintit MR EEZ(F /2 1 —F I/ U TEF UL X—IVIZELD
& FREHEEEHND AR — add a line"[2T. 21— DSprint 7
ATV R ERVWTREZ 7 EZANTHNTLE [5]

3 9/18 | ITH—EREEE IR TV IORIIARTOTICT, 2018F7TBN KRBT IL—
= Mortoiseshell] MFTS1FI—2VRBEEDE—SHELT,
VITISETDTY —EREREEZRBELU TV ERRUE
6o ITH—EXRBHEEZHAL VLW 1THEBNAKREEZSZIT T,
PR EE2DDMBO R X4 Y FO—F—H—/\IZHERIX
f£YV—IhiMtbaAENE

xR DA VT FORTHERENZ D ZEHIE. No2DRKEXRFEEFFEESprintttDEH
TY o COFEPNL. EFESprintitDWebtf 1 ~ 2B LU THEANZA U TSprintit DBEETETR
ERAETFECTERL —BY LR TIN—TDITI—TEHDWebTT 1 EARALT,

2

© 2019 NTT DATA Corporation



FERREY D

ZEE U TSprintftDBEEFIRZHHLITFECTU.
Z1—RXT A PZIDNethM R U258 E Y. B ZZITTZBEEASprintitNFRE UL ZRBIC L
DE. FIET Ut RiEksamsung.comPAD Tadd a linel &L\ DFFREHREZHIAWeb R — IR

HTIThNE L=,
BEAADBEX. B 108EEEN samsung.comD - ~ &ESprintDREI TITHN T L\ 2 &

EZAONFT,

ﬁ,,%ﬁ*uﬁﬁ / samsung.com —\

€

Sprint

1. Samsung7HI 2k
Tav 1y
2. BABEEREIER

P
i |

R

\ J
1TLRBMADT7 I ADFTNAX—)

BEMADT7 2 EZXDHEN
D HBBEAR—IATIER
1. —fixA—1FIZB 5 DSamsung” 7177 2 b Tsamsung.comlCOT 1 ¢ %
2. samsung.comMDIEBFABANR — I THERZ:EIR
@ HEBBANR—ID Sadd a lineX—INEH
® Samsung.com®OT A VIRREZS|EHEL\ Tadd a lineR—IANFT I ER
3. —fR1—HDSprint 7 AT MERIDE /XX T —R)E AN
@ FREINRINL. U1 FETESUEZITDO . BAKS CEREZKNHHATIToNS
4. — 1 —FIXEHRZNEREHETES

—7. GEDA VU7 FOBEIIE 20FNTITONZEEZSNET,

3

© 2019 NTT DATA Corporation



FERREY D

a:IE*lJFE / Samsung.com _\ Spnnt
€
- SO ) e
> BAKESER P =
™~ < 1328
) R—
B
e NN
P g |
. @msmmoﬂ e Ge——) |
BER=EAN = I
4 HREGH N add a line
—\( NE] ) R— WE&EDB
2:RIEFIEDT7 O ELADRN(AAX—D)
AEFMBDOT7 O ZADREN

D HBBAR—IANTIER
1. WBEX. FHRAEL THV\2Samsung 77179 2 b Tsamsung.comlCOT 1 29 %
2. Samsung.comDiEEFEEANR— I THEF 2 FEIR

@ HEBRBANR—IH Sadd alineX—INEHR

® Samsung.com®OT A VIRREZS|EHEL\ Tadd a lineR—IANF I ER
3. EDSprint 7 b DFRIBERZEMH U KETAN

@ FREINRKINULIIZE. 41 SEOEEIEEIT S, BAKES & BRSNS T 5N
2
4. WBEIOHREZVERERMETE D
5. 3.24.%#YERU T, Sprint 71 MMERIDE /N T — R)ZE3EX

WBE WEBEFEF 1) T /MERINTEHBZRETSZHIC. Y TIAFI—2UF@RT
DRMBO>TVDEF 1T MERAHVEBZHEL T, 20HBZENNY U TERDMHE
BADKBEZRINEEFT,

UHUBRRDEF TIEE B SDMEREE T+ 1) 7 « [ERAE VR TIIR VW EBHONEd,
—MEUCA V=Y FCRARAIN TV DWebY 7 LNDOT 1 IUR—I(TIF HHZ VK
BREDAE7IERICHTEIEF 1T A REZREUVRITNERS RV EASNT
L& T, Samsung.com& Sprintftld &5 5€EHHDWeb Y 7 LDOT A1 U R—IARIET

4

© 2019 NTT DATA Corporation



FERREY D

Ot AEITOERNESEO T 1 VREEFOOY V7 I R REDRET VAR ZERELT
WBEEZSNET,

X 1) T RERATELUTCLVIEBELTH>TE. BRIMEBE T AT LN
DERDOEFHNEIE T DL, TF 1) T 1 DEEDEF SN HLVFELVRT —IN
Z<R2ITONFT [7]. AFHITIE. COEEDERBANEF 1T REKODEFRIC
BY, AIUTFMREVELR, TARD T —TDIIV—T2t & SprintttDWeb
VAT LD EEMISEE L TOBEDDRET 7 AxKIE, EE55DME/EREL TL
BO2REEZOSNET, COEFRIBDD) R VDHBER+T9 T, EE5DMEBET LR
DIW—TDTIV—TEtEDWeb R T LH 5 SprintttDWeb 27 LAASprint 7 17 2 b
DIEHBURBZITAD LI RD D Te EBONET,

oA FI—VRBE T TSAF I — U GEEUEBRNZNZNIHIIL TY R U9
CEFIVTAWRZEITOTE, ECHNTRITRNDARE T S ENRHUET, CNZEFA
WEFB0DE—DHEILE T T4 F 1 —U2F%IBRBL T TNSOEEDERE—IE
UCEHICEE TS ETY, BIZIF. IRTOEGIRAESEFIECEF 1) 7 1 FHRKHRE
ZRERSERY., EF 1T WREEKBELU TEERIELZVYULEXT, UL L. COBEIR.
BfEBNZOT TSMFI— VIV TRERTH Y  RHHEBE TR ZTLICIN 55
BDHERET T, BEIEEMRBNDEEFIEC Y X T LAERLRICERLEY., 2T 9
WREFELULZY TERVSH, ERICHIERBICEVEZEZHFET,

E_DHEIE FTHEET ZEBELTTET 1) T 1 AROEFEARCEFEFEEH TH
BTEF1) T MR ZEZERTDHETT, BRIICHREL DD IR IZRVEL. TUED
B3 ETHTIAFI— 2K TOXRRDIKRITRNZFEE T, UH L. BEBA DO+
2T 4 WRIGEIELZEFE T D UNRZ, AR—EEENSEBINZY ., IRMHUTZ
BHRNRAVLEZY T2 EERFER  KEBORACIRME T 2158RE W EREMRICEH 0
REERTINETY,

BITSAFI-—VRBEREICHSIEEFFEREVLTHRETH Y . BRNIRNEL SR
EUTHTSAFI—VEED RV EERBT D ENRHONTVNET, FHE. N
ERRRT DRENGFEPHRIIFEL LWV, TT54FI—URECHTEN
ARTSO0T 4 RERRT B ERF>EF1I )T A ICEDDIANLLSHEDRETT,

5

© 2019 NTT DATA Corporation



BHRREAL)

3. [BHmA LY

2019 FESE 2 HHFICHESR SN IERRA VWERIICDVWTEESDF Uz, 2018 FEFE 4
POHAE 2019 FFEER 1 M¥HAN SIEAIEZEN ST, Web AF I VT OEREMEICLDHE
BWRAVWNBILEET, Web AF I VI FHRBFENHEINTH Y., LYUDERNIZZE
DA FEBETIHENEILINTVET, HEMBICLDBERRAVDEFELT
. ZBOEERY X T LARKEDERE AFIREICUTVWSZEMHIBALE U,

WEOBEEIECWeb X+ T

RISKIQRtDIREIZ LB & HBEIFECH 1 FAWebRF I VI HDAEI— REBATDF
IBZ>707 5 LTEEMEL TVWET , WEHIX. FF Amazon Simple Storage Server (LU,
Amazon S3EEEE) ZERA U TVWBECH A b EXAF v 95 & T ABEYREREDAMazon
S3EHERULF T, HERFZENTEYARAmazon S3/V47w MAIZECH A ~DJavaScript 7 7 1
VRO 225, WebRFZI UV TADAEI—REHFALE T, COFIEEZTOISLT
BEM(CEYRE I KEBE (BB CREDECT 1 FAWebRAF IV ITHDAILEI—R%E
BATDENARETY, [8]

Sanguine Security¥tMFAEIC LD & . 7TRSHIZECH 1 FEBET ZRIFHEEWeb R FZ VY
T IR=—IUDREELVLELUE, CDF v IIR—UTIE 24BBLIR E VD FEHAR T960H
FULEICHRETI—RAMBAENF Ul WBEIE. BEMESNIZTOT S LZFED>TWebX
FIVIEABITEEAHEINTVET, [9]

RENMREICKDIFHRTAL

2019FEE2MHEHE FRENBIC L DBEHR/AVNEZ <HEINTVET, T—FIR—2X
DEEMENRR TE=EICT —IN—XADEERBRILDESNTVDT—INENTT
M TF—IR—=ZLUADEZRENMEDRREADT —REH Y £9 .78 ITKERATFDCapital One
#HH 5186008 ADDEANBRNMBA VWU VI T D ME T 74 7 04— )IVDHRENE
NREEREEONTUVET, Kz, 9BICITHOI/=Greenbone NetworksftDFFEEICKY . T —
NDBREMEDRERRTA V5 —3 v b EICEREGRZ 2 U TL5#2, 300 D ERREGRE
BYZTLPNRERINE UL, F4EROBEBRNAFRETU,

6

© 2019 NTT DATA Corporation



R A L\EH

BEHRRAL)

T 2[22019FEE 2 HRICHRE UBRRA VWEHD—EEFE&HFELT,
7= 2 [BERRAVVERI(20195FESE294-HA)

Bff xS = HE |
7/1 ORVIBO BEME 0BHLU EOMRIFTRZEL T —IR—IN2EM
NEHRRETZ STz [10]
771 | REAREE REME 9,000 A LDBENERESOT —IR—ID AR
REf=o7z [11]
7/5 | EON—RAKNT WebZAFZY W8T )V—FMagecartINRIEZX U THEADE
EZ LI L YI2MEINV—R AP ERELE [9]
7/8 | Fieldwork REME BABHR. LIV A—RER. BEOT12U Y
FZNBHREST3089(26GB) DOT T—INNBRIK
REfEo 7z [12]
7/30 | Capital One REAMR RIETOEREZITTE00HADDEANERD R
RIE7OER ZWe IPAT7IA—ILDRERNEEBRAINSL [13]
8/19 | Option Way BREME vpnMentorftDEAFREIC LY ML TR ~DT
—IR—=ADERICT I RERETH D EHHIBH,
100GBDEANIBIRICT VLR ATRERE 7= [14]
8/19 | DealerLeads REME BEEREAEDOBERFERE 118,800 FZ&MT D
T—IR—=ZANREIRREZ D7 [15]
9/4 | Facebook REME Facebook 7 H IV MU o U= BEEES4181,9005
HERINRT—RTREINTVWRVWGT—/N\ETHER
TNz [16]
9/11 | Lion Air Z)b—7F AIEF7OTER BREEERIYIDRETILRIZLYERK3,5008
ADENEBRIRA VL [17] [18]
9/16 | EERAVRAT L REE Greenbone NetworksttDFAE LY. $92,300DEER
E2:4 BB R T LANNMEROERE R E AL T
DEHBELEZ [19]

7

© 2019 NTT DATA Corporation




BHRREAL)

E ¥l

BEMESNZWebRFI VT ZEZ8 ., SREMBICRRT S/HMBAVEIRY LIFE U 1B
HRRAVWERARICHICE, YRTLZEUVSERETDENEETY, iz, EHT D/
—ROIP VILIITONREEEHRT I EECEETT, KBEAN VAT LZERET
BEHICEFIVT A ORBEBAITIRIEEELTVEREAKBEFIRETOT S LD
BEMEICKY 1 25— b EICHDREMECHRIBIENTRFL TS Y R T L% 2455
BRRUTVWET, TN, MRFHEBBRARCEREMBREDERRN S, ENSZEZHRULT
WBERIRT X TORBNIFEICES RO TVET HRKEMEDEEHD S510012E THE
MIONEREVWSIRBBREHY X T, EBNTTRBY T AL BEULTVWSLLEIS,
BULKETRESINDIHENNHY KT REMEDFLLE. dF R tF1U T 1 /0y FOiE
AZERREL T, TE7 7 EAPEREAVERARICHSCENERTY,

8

© 2019 NTT DATA Corporation



fessitE

4. FiesgdE

4.1. EELDSSL VPNEL DTS

201959H6H. JPCERT/CCM T#2X(D SSLVPN B RDESSMEICRET iF=MEte] =L
F UL [20], ZHUDOERBRP IUMRSIEITILLTO®EY TY,

® (CVE-2019-1579 : PAN-OS (Palo Alto Networks)
® (CVE-2019-11510 : Pulse Connect Secure, Pulse Policy Secure (Pulse Secure)
® (CVE-2018-13379 : FortiOS (Fortinet)

LFEDEBNIE DR EHAENTED & THEEI— RRITE THREICADIEHHS
HY. WINEFTY, NOSDRESEMIE. sRICERINLZCEICELY. 17T+
BRRPKBEAICLSEBHINEUZ. SATELY. KBEICLDMHEDRF+ iEs)
PSSL VPN HMADKEHEFRILLX U1,

DEVCORE#t(d. 88 IZFAfESI N7z Tblack hat USA 2019] T_LEZDEEDSSL VPN R ZDAE
M E FORESFEHREZLUE U [21].SSLVPNELR L VBN S E IR EDRIREE U T,
A =3y MEETI—YRLLICHEBRY FT—IAER TIDLIICTIRMTY,
SSL VPN BR(ICHERENHNIE, WBENA 25—y EHSHERRY b D — D AEFATAE
[CRW KT, TD7zshH. SSLVPN HERIZIE, HLWREMNKSH S51NE T, DEVCOREFTDF
RICENIE. SSLVPNEHRFZ<DEENMFEALUTVEIN, TDI TP FIDERITDHE
mICERLTVWET, ZD7H 1 DDHRmODIETFETE . SSLVPNEED TWD Y AT ANE
289 3EBFE<RYFT,

BAD PACKETS#tI&. 88 T~E]ICPulse SecuremMDAESEE (CVE-2019-11510) ST D KRE
DAFv FHERIMUE U [22], AERBRTIE. 8H24BRFR T DIESHEMENMEIESTN
TULVRULVIREEDPulse SecureB@mM 1 5 —xw b ETHRET4,5288FRINE LTz,

Fortinettt & Pulse Secureft(MDSSLVPNEGIE. CNE TICHRESNEIBIEEN DM >
H.Z<DI—HFIFERICEF 2 )T 1 /VY FOREREIT > TV 2 ERBDNET [21],
FOEHEI—IE. LEEDEEEEZOEF 21U T Ny FIZRIKZEMNENT, KB
EZIFTCUE>EBEETNAHVE T, IFREFT 21U T 1 BHEIL SSLVPN HED L DR
VY=Y MERIERETOIRY T —IBRORF/ERC 21U T4 /Ny FORKRISER
NHETT, fEsEEvet+ 1T 4 /Ny FORBRMEHINIEENME<STE. ENSDIF
ROMEREEL. FERNTICERELRFNIERY A,

9

© 2019 NTT DATA Corporation



fessitE

42. TOMOIEICHIRINIZMeIHE

2019 FEFE 2 M¥HAICKHEBINLERORHIMZLLTDER 3 ([RUET, 2720, 8
@ SSL VPN RGOS TR T DMEEEFRIET,

*= 3: WE(ICHIBIN/HEEEM (2019FE HE2M04HR)
CVEES - flla WNREM

CVE-2019-9082
CVE-2019-3396

ThinkPHP
Atlassian Confluence

=
F54tM, YLD 27T Golangl MiLinuxtt —/\DIEEDHE
FHEEBRALTC. VI1ZINIII7ELEBULTVS

CVE-2018-7600 ftt | Drupal E7B2B8IC7O07 THRELR [23]

CVE-2017-11774 Outlook KFAN—FENR2017F10AICABETNEZRIBHZEE
RULRBIFRY R T—OADTA NN —KBIZDWTTH
3HRICEZUE [24]

CVE-2019-1132 Windows 2019568 ([CE J')U— 7 Buhtrap ] HNEXRFHERS 1R

FHEZERLEOT 1 REBEENE [25] [26].789H
[CIESEIERN ARSI N

CVE-2019-8978

Ellucian Banner System

KHEEENKEAITERPEEZENELEKREZ7H17H
ICEE. 2D RZICHELUTE [27]

CVE-2019-0708 Windows 7H238I2Y—JUICANVASIICTO 2 7 O4 S4B N

BlueKeep (28], 7H 248 (2L T 7 TWatchBog | [ICHESSMHE R+
+ HEBENNBIN [29], 9B 6H 12V —IUT Metasploit I
TIORTOANHANEN [30]

BEHOMSHEHS WordPress Wordfencett M EE D WordPress 75 7' 1 ~ DIETHMHE

(TF3512) ZEATIREBERS 31132

CVERZEH Apple iOS Googlet I M A NRHDIEEMEZEBRALT/N\VF VI %
AAHDWebF 1M EFK R, Applett(d. HEIIREMN T
HBDEFEEK [33]34]

CVEREH LINE LINEfE, 8A31HICHESSHEDREZEXF. RBEHIC
BIELZEHRE. 8H30BNS8A31HICHNT TKER:

&5 [35]
CVERZEZE SIMA—R Adaptive Mobile SecurityttHSIMAI—R DESE ==
Simjacker 9 2HE Simjacker ICDWTIR12BICHRK 2F

BINSERINTLE [36]

CVE-2019-1367

Internet Explorer

Microsofttt 9B 23HICEFINDEF 1T EF T
O3 LT2HDIRIFEEEIE, D5 14EDIEDHETESE
ISR ARRINERAZERR [37]

10

© 2019 NTT DATA Corporation




5. YOI/

NIVox 7S LADT )

DI LDTYS

REICREITDS SV LTI 7HE

2019 EE2MHHAIE, FHIMFAN SEITHIKETD I VT LTI PHEENZIBEL TL
F9 . MABRBREEIESHIENICTINTH Y. #ABBREUMNCEERC ERMENIEN
[CENTWET, 2019FEFE2MHHRICHIFTIREDS U LI T PHEEFZEER 4ICFE
HERLT,

Bft &8

7/1

7/5

7/6

7/10

7/16

7/27

7/30

8/16

8/27

SEESZT

FHIRR

THF 21—ty UM
Z1—RYRITA—RH

AT 47
SiR— B

Za—3I—=OM
Monroe College
1 UF 4T HM

TZINM
Ea1—X~UER
R
T3 M
ERTHRR

SRHERR

C RES YLD I 7 HESH

E |
YLD ITICEBRBEZIT HHFORY b D—0ZZELEL

SUH LT TT TRyukl BMERINTE [38]

YLD TT7 [Ryuk] OFREICLDHWEEZIT. 158801 K
1—IBESEEINE, 5308 RILDEREZERINED, i
WZEBUE 139]

ST LD I T IRyuk] DIRBEZITTI3A RILOEREZRHD
oo BHARRICKY., BRIRKRERY ET—I2EDT%ICHI A 2
M RXA 2T bO-SREENTWERS, YRTLZELEL
7z [40]

ST LTI THRBESZ T TYRT LEELEUE, 2008 RIVIEY
DEY k30 EBRINEN, BREDZILWIEREA [41]
Associated PressftDN, ERSNES VYAV I7E/FETETL
BUWCEPHREBRICHEURVAHTH D E2HRUE 42
SUY LTI TEERZIT. Georgia State Patrol. Georgia Capitol
Police. Georgia Motor Carrier Compliance Division &% 277z,
BTVRTLEERLELED, BEFEART I ETHERBICKER
DTz [43]

VIO I 7HREZZIT T, BEFEDD SI2EERARAZERRLE,
tF21VTAFMRE SUT LD T THREICEN, YT LALBE
(CRFZZE U EHEAIL TS [44]

23DBAFHEBE DY AT LMNS U A T PICL DEIHEEZ (T2,
HEEZTREEAEDY T LIF NGEGABRED Y X T
LTHoz. BREFTINBVAHTHS [45]

Digital Dental Record{t/¥PerCSofttt & HE TR T 2 KRl
AT >0 R—ERIDDS SafelM SV AT T PTREEZ (T,
A00DERERNRBEBRICT IV ELATIRVEDHEEZIT
[46]

>
7z
e

11

© 2019 NTT DATA Corporation



NIVvox 7S LADT )

9/4 JARFAY S SUY LD I TRBERT EREFREFA VY —RY bOX—)
DA ILTY MAMLER VRTLAEFATERVIKRICR >, T4y FAIIFRIT6
BICEZ LD ITHEEZZITITHY ., 2EBDOHEELRD [47]
9/20 | TAFZIIM SN LV I TRBEOBEEEZT T, BROBENFEEZ (T,
FrIUNIVER o2t FryUBIVULEFTCREESHY  MEICISU TEEZRIDRERIC

BRI 3AHEHRRKRLUR (48]

RABTDT VT LT I PHEEZIT T REOEROBBNEIRCAHZEZRRUTVET,
KEMRRZE 7A108BICS T LD I 7TRBZZ(FTZEOERERILWIC KT T 2RE
EZIFIRUFE LT [49], 7H30HICIE. CISAT, MS-ISAC?, NGA®, NASCIO*WY, sifce&E LT Y
ZTLDINY DTy T TBREDT A N—KEBICHTD N —Z0 7 ) TIRERELERDA 2D
T hRRETEDREL | ZEET 5L DMUEIT S HERBAZREZL TLET [50], CISA
(X, 8A218IC THABZRET DeHICERmIT D& REUVERICERTSC &) (512
DERIFEZRETDILHICEHRIT D& FEFEHRFIEBEZLHUELE 51, Ft.
Morning Consultff & IBMADHREI TIT O LREIC K D & KETRD63%[FHREZIAWIC
MEEFERATILVE, BIHERICH TR EEZLEATHY., 90%E< N 1 N—IRE TH
B9 OEMISEEZTO RO DERTEEZIECT CEICERLTVET [52],

ST LD T PIRE(Z DR BEmotetihgI X — )b

ST LTI THEICDBRND T A N—KED—HIE U T, EmotetihBIX —ILAH Y £
53l EBE(FF T EMNE T DEBADABEICT U TX—ILZERA LTIV T 7Emotet |
HZHREY L F T, Emotet|CRER U 7ziE7R (L. EmotetD VIV T P i T DHEEIC LT, ¥
VI L7 [MrickBot] [CRERUE T, TrickBotDESHEREIXIFIREFAN T I, TrickBotlL. 1ZEHY
HBOEEEOREWVERZGNUE T L UBREEZERTED LD BEERBREZIET
EGBAIE. ST LAT I Ryukl 290 20—RUTETLUET, COREFEL ¥
VD T PEmBBES U CEmotetZ . [BERGIEMEAE S U TTrickBotZz. BEERDIZHDS
Y LTI 7 EUTRyukZRAWTEY  3TEEDVIVI T 7 ZHAEHED &M 5 [Triple
Threat] EMEENZK T, Triple ThreatDIXEDRNER 3ISRUE T, Triple ThreatDEERD
EHEUTIE KoOUTMHRICKEESIT, 465 RIVEREHEICKILWVWELTE 54

Cybersecurity and Infrastructure Security Agency

Multi-State Information Sharing and Analysis Center

w

National Geospatial-Intelligence Agency

National Association of State Chief Information Officers

12

© 2019 NTT DATA Corporation



NIVvox 7S LADT )

Emotet C2
p— ! ! Emotet Infected System(s)
A A
Pushes TrickBot Payload - -

_
= TrickBot Infection Process

Trickbot C2

4-—--»9
&

&[4

% Actor deploys Ryuk on selected target

[a]a)alla)

Victim Network is Ransomed

Actors monitor for high profile
infected organizations

3: ITriple Threat IR DN
(CYBEREASONAAR JOY LW #ExE, [53])

EmotetDEE]

2019FEHIMFHAD L R— h T2 K512, EmotetlF5SFLULEEELERITTLD VIV
JI TP TY, CofensettDIAEIC LD &, EmotetlE5ADIERELIEENIDER. 6B &7THDKRE
(FFEIZEZEIELTLE U [55] ULHL. MalwareTech#tDFAEICLYWBB21BIC 7 I T«
TIRCACH—I\DFHZICHKREIN, TSI, XFID, RV, BAR, KEZSOEHRD
W IZH VWV TEmotetDSEEINETAISNFE L7z [56]. IRTE. EmotetldFEIC X —IVTHEEIL T
HY. FODOTFIMENEATVNET . 2019FFE2M+HALIE L. BAERICE VW THRYE
X EAFE CEE S N7ZEmotethEIX —ILHEIZ <FESRSNFE U Tz,

Emotetld, RTEEZRFRY % < DIFRICRERT D0 — LAMEEY, BEUmARD S iER Rz L
[FREHDA—)LEHEEE MDY VT T 7 ZEHh T ez A TV T ENSIFRICE
BRIQVIVT I TP TY, LEEDEANS. CSAIFTHICERULEEXDRN T, EmotetE _
NETICRIZBH TROBIBRRNY bRY FD1DTHDEEH L VKT [57], YV I+
ZAHHBEICARULEZLR— FDBRHATE., Emotet(C L DHEIL2017FEDWannaCrylZ LD
KEBIVEBRTHDEEHINTLET [58],

13

© 2019 NTT DATA Corporation



NIVvox 7S LADT )

E ¥l

2019FEEH1FHAN S U T, 2019FEE2MHFMIRTEE . ST AT T 7HENKE
[CERAL. Z<OEENFELEL TVET, KBEHIKEDOMABERZZENICT 2F2EH
(X ARKEMBEICEER TS T AD I 7HREBZZIT CEREZZILOBERANEN DN ST
HBEEZONET, S®IF. SUT LTI PTREEZ(TREEOEAREXIVICRTT B3R
BRENDRFELT, SUTLDIT7DENNZILT dHEULNEE A

CISANBAICARAURESEX BNICEMESTICERINSZEICIE. 75DV D
T IR RT LAEFICINA T, REDOBFZRVNCIENEZHINTVWET, T UTLY
I7ICKBDEEZR/IRICEHIZY ., BHICEIBLUZY 72782 1E, JIRNERGXIRT
Fo FI1E TUT LTI PICREERUZRDIRRY A U7 0 MRIBOFENRENMTZRE
EZ%5E(C. BHTEEDT V70 MBIREULEBEEEEL T, WFIBEZEERLUEL
EDDTICEDFIBZRAWC. ERICUVRTLANEUSEIHTES CEZERULEL £ D,
REIC. WSEWS EFICRREULEY Y VZRBELZVY R Y R D=0 ZERU7ZY LT, #
EERIVRICEOHRZY., NV I TP Y THSIRTLZEIRL T, BRI CESE EEHIARE
ANRED LD, IIEEHIBRVWEL LD,

14

© 2019 NTT DATA Corporation



gl

6. YA

2019FEFE2IFHADERN 5. MEDERAS LUSEROTFRAZEH L X T, BIFOKEF
EICR U T, BEME. THeME. HEEEIN. BNERBEREMTONIEANHY £, NE
TERBROMRTIFIBHEETNENT—IDHY, FENBETT,

BRENMEZBEFRRT 271 NN —KEFEOFRE

KBEII BREMENDH DT —E R R T LAENERNICKETDFEEHILTVET,
M3, BHRFBZ ) TELEHEULZEEMEINIZWebXFZ U J1E, Amazon S3DEREREE X+
YOI BDIEITEKY 214 TI0T 1 FEFRELE U, IR— b XF v U (CHEART, AWSD
EOBFENDT —ERITENZERD C & T ARDBEMEN H DWENRE F EH TR
AEECT /N TN YO IS IROTSY b T4 — LDOFBAESHEINL TLSRAICHT,
JERICREIRBINETFATY . 2019FE3MFHLIRIE. ARDEVWNTU YT TSI R0
IV b I —LEDFREMED. FEHTENICRDIEENAHYFET, cNoDHF—EX
PUZRTLZEFRALTVWRBEF. 7O ERFEHZEUHETDEF 1) T EBEDRERE
EUSZERULTESL,

X—)VEFEo>vIVo 1 7ich

SHEDVILD T PERICIE HRAE UTA—IVABRASIN TVWXT, SNk, B Sl
FDEB TROAMATNTVNESII 22— 3 VY=L HEDSTX—ILTH B
T ERDMBBREDFREZ CEX—IIVLADIZI 2 =7 -3 V-V EFRT 1%
(FIBIMERICH Y FITH, X—)LEMAYT SEBUCLENTEIZDE T TBIRTIE X=)b
DHAEREICELT D EIIHETT , COFEN S, IBEICE > TX—JVIISERHERK
DAEEEVENZRTFEISEL TS EVNZET, CNSDEBED S, 2019FH3M+F
HALRRE ., LIS <EX—IZEBRATITA N—KENMRG I DETRULET, FICWILD
I7ZEEHT DA IVIE RL ERTERFETHYICENEIRE 5 &9 5726, HEDI <
EBZEXT,

S YLD I PTIREDHELK

BWIE. 52T LY T PREAKEDME EARSOBBICER L TVET. &, mEC
LTS VY A T PREES T THREZ LIS BRI - REAENIC I N B
NRBYET, LN L. XEEE< OREEZT THRETHIVCRAT BERNBR A
TWET, KENHRE E FRICERSHAVCERICE U< Al SN T 5%

15

© 2019 NTT DATA Corporation



gl

ABNET, Fe. ST LD I TREFHENHIN U THEHNREREZ I > EHAIEK
ERPAZBFT I KEARI LU TEERRBREEZIDRVIZGEIEE<PANE SN
FA. CORENOREEIE. REBORMNEREZ LT &LV, FARFICHZ < DR
KBEHRNTZZEISEFALTVET, COIEHLS, 2019FFEIPHEHALFIL LY Z<D
NS LAV I THRBEZITDEFRAUVXRT ST AT I PREZZITTHEENRE
9 5HIIC. BEBORMEIKR. BIECERAEZVICET IAHEEERETL TIZTL,

16

© 2019 NTT DATA Corporation



SALTA

7. I1LT1Y

XKIALZAVICEEHL TV D AN AOCOEA A ARSSME COBR
ERHLEATIRL EER/EFADHENHVET, ARGOHTILE - B4 ORSBH - BH O@XIH

68 |78 '8 198
|

(] BRI FAESETE !

I
1
Windows A Win32k DEHEDEAE DR A RDPHEFSEDejaBluel] ! A Winsocktr—E 255t
. CVE-2019-1132 CVE-2019-1181 I CVE-2019-1215
I A TS—BEOBEOREORSEE VB0 I A ClFskS1/ -3t
1 CVE-2019-0880 | 1 CVE-2019-1214
1 @<L 17 WatchBog | | IE ROUTRIVI SN A
I BlueKeep i(#v)t%ﬁ%ﬁtﬂ | CVE-2019-1367
| -“J—)I/rCANVASJ\ | +'Y— )Ll MetaSploit]
| BlueKeep E)iploit;EHl] I BlueKeep Exploit:&N
I 1 1
ordPress oming Soon Plugin Bold Page Builder plugin ich Reviews
WordP A Coming S Plugi A Bold Ider pl Rich Revi A
I 1 CVE-2019-15821
| i i
: SSL-VPN : : TR
A Palo Alto Networks @ Palo Alto Networks
I CVE-2019-1579 [ CVE-2019-1579
| 1 ! @ Fortinet
| | | CVE-2018-13379
1 1 | @ Pulse Secure
I I I CVE-2019-11510
I [ I @ SKNSATZRNAFUFIT
[ [ [ @ JILRINRS—HfE55ME
1 1 1 CVE-2019-9489
I I A WebminD551E A SIMA—RIRSSME
| "CVSS3IRE 1 CVE-2019-15107 l'Simjacker]
| | A Apple i0S vBulletinfE551% A
| 1 CVE-20l19-8605 CVE-2019-16759
AP '
| |
1 @ #i&DoppelPaymer @ Hfif&TFlower I
| W I3—I7HEHFR B I3—I7MNARE B 73 RINERF RS
W AUTAPFMSR—NER M Brooklyn Hospital M Digital Dental Record#t [DDS Safe]
N B REY=15%/NA B PSNAVMNEI =R S UBRDZR | M Demantit
1 B Y FI—YYNZI—ANYRTF—RH 1 B ORF YR
| H Monroe College | M Wood Ranch Medical 1 IV 3YEFEX
| B iINSYNQ#E | ssssssszssasssssssssasess 1 A REROMHERE
I B (U7 PHNE—TE TAAZI YT MF v IRIVERST SRR B
| O AKETRSF KEE @ 4DNKEEUFHEI: 5L @ CISA:TRansomware Outbreak 12251
| ICBAEZ SR II7ICxT BHEREHA 1
RERIIR ’
I I | I |
L] L]
I B#=2vy—) I I WannaCryFake @
1 @ LooCipher | @ eChOraix I FortuneCrypt @
| @ Ims00rry | | Yatron @
| | | Avest @
A | | | |
17

© 2019 NTT DATA Corporation



XYM LTAVICEEHLU TV EME
BRREATIILL, CEBHEADBEENHUET,

68 |78

'8
|

SALTA

AOCOERN AARETHE COEBER
ANOQitFRILE - B4 OMSEH - S8 O@:X%R

198
|

1 1
- i i
NIV TR | Kudankulam Nuclear Power Plant
W I3—IPANII—ER |
1
@ #if&Agent Smith @ Avasttt&{AC3N:Retadup
BotnetMtakedown
|
& KEWHREZRD & AN ERERERATZRS
EmotetZALhd 5 /NA @
ZF‘V‘J/.\"—DD“ﬁEﬁ
malspam 1 KIRKFZEES O
i

@ BDOneNoteA—7 1 7
J—hEFIATD

O IRZAN—RZERD
< AppleZERd
<& AmazonZER 3
O BAEMEZEERS
S eIUALTITIY E;ﬁﬁé
O RREWFTY HEE:’EEE%
@ American Express:&ﬁé

O JCBH—REERD
& GREEI—FEEDS

%47[1‘/7 ~EBRD O
%1:!51%1%%0)2%)(—)[/’&%5 <
<& MyEtherWallet =575 AAVIOLIYM—ERERDS O

O XA DORIBEERS
< Apple 286D

O BRFEEMEERS

@ Global Energy Certification Z%&L\
*’A%ﬁ?ﬁ’%ﬁi

O FRANOEES

@ Office365NEEEEAS 1 & 1794 FERET S
<> MyJCB?§5 I §E*§%2L/EJ tg?
I I <& BABEDFERAED
<& AmazonZER3 O NTTRIEZERS | O LINEZERD
O BREEERD |
| OBET-_EXRHERL 1
SMS BREEORIL EERTD :
K 7y £ | |
B aF A - .
O IMASTHIIEERR O 77— 4 X=JLF—I\
FRNAA—ILTHATIS ! e
| O EmmRLE HE A PP
| EMCEERN T |

i i
W /—XA0OSAFMA/INVRER | W~
} 70RRIVIEE I 37008 RIVHEE
W HY HRALy—mm
| 104BRIVEE
! rCheersExhibition?iﬂ)Eg |
BEC 5H3FRIVHE

18

© 2019 NTT DATA Corporation



SALTA

XKIALZAVICEEHL TV D AN AOCOEA A MRS COBR
ERHLEATIRL EER/EFADHENHVET, ARGOHTILE - B4 ORSBH - BH O@XIH

68 78 \8H 198
§ EYTSFI— o '

W ruby>175")
I'storing_password|

|

[ ]
-~ RubyRFEEDTH I
el RubyGems

M Sprinttt
[EUNEE:

W OV 7&EFMRZ R (FSB
MR EHR7.5TB

1
W Python51J351)3%&E

TR

DOIV—bFvU7

|
I
|
I
I
1
)

| P\}Eﬁizﬁ&%

O U+ EDMPTIA0O—{AKIE

O YU FEDMPIAO—RELE
O FY A EE

O BAERFEZSSEA
EIRREEICEDTIEE

i
O E¥&{THieE

GAFA

FaceBook
-S0fERIVEIESE
® 754/\‘9—I§§%?&

- BRI E S EFIFT:Facebook DI\ L\ 13 |7RS
IICKBBEAT — DEREIEGDPRIEZR

=2 )b 870005
RV

W Twitter, 1—t'—F—45%FFa]
RLLEN—F—ICHE

@ 7Y TSANI—RIEDIERE
ICKYSinDIFEFELMZHRLE

@ TSI LR EBEATEDDEANAIEIC
TS5YRIF— L EDT—SIREEEM

ERAT PR !

19

© 2019 NTT DATA Corporation



SALTA

XKIALZAVICEEHL TV D AN AOCOEA A ARSSME COBR
ERHLEATIRL EER/EFADHENHVET, ARGOHTILE - B4 ORSBH - BH O@XIH

68 |78 '8 198
| | |

[G] TBHRiRE

= 1 N Bl

BXAE=

Elasticsearch

|
1
1
|
|
M Suprematt Biostar 2 I
|

: H{KIEIR2, 780 A1
M Orvibott
. M DealerLeadstt

: BAEH20ME¢ 1189 5007

| = FEARYE M DKLOK#%t

I {ENIEER90005 ALLE : EFA—)UIER

| O R9tt O PHiEsECER2,00054F W

PCIBRLEHR .

| | Novaestrattt Hl

I I TO7 R EEROEARR200054H

! ! Best Western Hotels anld Resorts Group H

| | BLATE%R 179GB

1 1 1

1 1 1

M Fieldworkft M Capital Onett W 7% U M Luscious]

[ AR 2668 AR 60054 BAMER10075 L E
1 1

' M Alibabatt O—>7 1) B Impervatt

| {ELATBRA60TFHLLE BEEH

1 1 |

M Option Waytt
MongoDB : ﬁ@ﬁﬁmlms
|
M Choice Hotels M Libreria Porriatt B Facebookit
70T BAEE12054 : : e ——
W GootKitRimAR 15 R440 54 I I AmazeneaiplE

1 I BABRIAGSEET
1 1
|
1

Fragrance Directtt

1
@ KT )\ —TDRRAT1 I —EZFIH
| {ELAER

Amazon S3 | SEee s llal o b S ST
BEABER600H A \
" i i
RE7OTER 1 |
| | | —— s
- I WebXF+=Z27J
[ ] 17,ooo|~“><»r>L;u:0)Ec1lf»fl\&% |
| | :
M Volusion
M ECZ 7 96211~ [ [ RAXIN— 158
I | 6,600/55H4
|
|
|
i
1

1
|
I
[
| RAXD S A—RIER
I
1
|
i
I

20

© 2019 NTT DATA Corporation



XYM LTAVICEEHLU TV EME AOCOERN

ERREATIIRL CERHBADEANBYERT,

68 |78
|

[G] TBHRiRE

'8
|

SALTA

AARETHE COEBER

ANOQitFRILE - B4 OMSEH - S8 O@:X%R

198
|

AIEY

d_
N

B & SIFRTBNFEH
ﬁ@lﬁﬁz

O JIMOS#t

ILIyhh—RER BT

M Poshmarktt

1
i
|
|
|
| |
| I
| |
[ [ TS IER3,600/5
| | |
| | M Hostingertt
I I 1@)&'?%?&1,4007'5#
1 1 M Network Solutions
| [ ﬂEAi%ﬁ
! | mzyngait M CirdeCitt
| | B AIEHR21E1,8005 4 FUNGE
! ! ! M XKCD forumstt
| POS¥ILoI7 | | 7hooME®Rse At
I ] I
M Moe's Southwest Grillft —r—
A By M LionAirJ )L—7
: ’\"‘J*’JI‘F iR : BASEEIS00T5 4
| M Schlotzsky'stt | A vBulletin
I /\‘"fXDI*jJI—F‘T%ﬁ; I
1 - T IlD i 4t | Comodott V.
I AR e I BENR 24574
| | |
| M Hy-Vee # |
| /\°»r><y|~7jl—|~“'r§§& |
| | |
| | ‘ |
: DarkwebTZABY | m 1)\%%&2’5%‘1,80075#
1 :
I | ‘m RAXD M — R IER307H
I | m poshmarkit 1
1 | FEEEIER3,6005H |
I I W StockXtt |
| | EEEIEHR680 514 |
| | |
| | |
| | |
4 4 4
1 1 1
21

© 2019 NTT DATA Corporation



SALTA

XKIALZAVICEEHL TV D AN AOCOEA A AR COBR
ERHLEATIRL EER/EFADHENHVET, ARGOHTILE - B4 ORSBH - BH O@XIH

68 |78 '8 198
|

[H] Z O 1 /N — e :

FrvaL ZARE

O &7~ &PAHD Mpayl
A X
o RETREET

O 3—7FsEl0—F UPay)

I
i
!
I [
POY—ERRTERE I

I
O 2BETEEAL
"""""""" ¥ H—ExEER I

O REL/SMT/BABRFRERES!
5*%$¥%IC7FIE77‘GZ$FJ%’%—EE§

1
|
O REL RFBEEICEE |
|
I O &RF-FrvIal ARF
1
1
|

HARSA U DRIEEEK

UJtiF:L U7 1 — RER(

INZD—R1) Z N2 O =HEEA—RVpass? F1) |

| O $EED [ Chatwork O 7R 12.'9:17_-&**:?%%*:': 0
1
: O 7“y77II73—T|J\'l/—:JEI‘J : P4 )2-vI—)b O
N —— 1 1
RSN =1 I |
O BitPoint/\w+ %' 1 ‘TYIEATOREBRERIRE R
35/2H
I I
| |
L | L |
DDoSIE mxserver | | m wikipedia
1 1
o |
ﬂ'fl\&“-/u | O JREBRAR
O glﬁmﬁirgumpjjﬁz-jzjv»m TINVF<BLEITTHAR]

1
GitHub77 o~ I

] O P teft
M Canonicalt rogatef:

SSL-VPN Avasttt l

=ZURSRT O

L-
]
I
1

B AUSRINESRES
420.75uso%ﬂ)1

0=y 2axkyrheakr7) 0

O TiRA NI INITEINIVTA—R ]
TRIEFIF340 K=

1
FBI | SERBIAZIEY SBEICOV TIRIRE @
K _ERE Department of Homeland Security Cyber Hunt and Incident Response Teams Act | R @

22

© 2019 NTT DATA Corporation



SERR

S5k

[13]

[14]

KADOKAWA ASCII Research Laboratories, Inc, “2018FIFEAREF 21U T 1 BEN ? 9t FRIFEEH
(BIfR) 7 512018.[#4 54 ]. Available: https://ascii.jp/elem/000/001/611/1611970/.

B KA, &AWL B KA, K WTF, “J0-/NbEF2 )T SiAmmEEEL R— b 201854
" BHRASHNTTT—4, 305 2019. [ 54 /). Available: https://www.nttdata.com/jp/ja/-
/media/nttdatajapan/files/services/security/nttdata_fy2018_4q_securityreport.pdf.

C.Cimpanu, “Hackers breach FSB contractor, expose Tor deanonymization project and more,” CBS
Interactive,, 20 7 2019. [ 2 5 4 /]. Available: https://www.zdnet.com/article/hackers-breach-fsb-
contractor-expose-tor-deanonymization-project/.

C.Cimpanu, “Sprint says hackers breached customer accounts via Samsung website,” CBS Interactive.,,
16 7 2019. [ 225 /]. Available: https://www.zdnet.com/article/sprint-says-hackers-breached-
customer-accounts-via-samsung-website/.

C. Cimpanu, “Sprint breach notification (Samsung.com),”  Scribd Inc., [ > 5 Z/]. Available:
https://www.scribd.com/document/417811440/Sprint-breach-notification-Samsung-com. [7 7 £ X H: 12
11 2019].

Symantec Security Response Attack Investigation Team, “Tortoiseshell Group Targets IT Providers in
Saudi Arabia in Probable Supply Chain Attacks,” Broadcom., 18 9 2019. [F 2 54 Z/]. Available:
https://www.symantec.com/blogs/threat-intelligence/tortoiseshell-apt-supply-chain.
MMYTSAFI—VICHEITBEREF 1) T« DEESEEICEHT DFE] HEZICOVT,” MIATIK
EAN IEIRIEHEERAE, 19 4 2019. [ 2 54 ). Available:
https://www.ipa.go.jp/security/fy30/reports/scrm/index.html.

RISKIQ, “Spray and Pray: Magecart Campaign Breaches Websites En Masse Via Misconfigured Amazon
S3 Buckets,” 107 2019. [ 2 5 2/]. Available: https://www.riskiq.com/blog/labs/magecart-amazon-s3-
buckets/.

BleepingComputer, “Automated Magecart Campaign Hits Over 960 Breached Stores,” 57 2019. [~
T4 1. Available: https://www.bleepingcomputer.com/news/security/automated-magecart-campaign-
hits-over-960-breached-stores/.

ZDNet, “Smart home maker leaks customer data, device passwords,” 17 2019. [ 254 2/]. Available:
https://www.zdnet.com/article/smart-home-maker-leaks-customer-data-device-passwords/.

Bleeping Computer, “Over 90 Million Records Leaked by Chinese Public Security Department,” 87
2019. [+ 25 Z/]. Available: https://www.bleepingcomputer.com/news/security/over-90-million-
records-leaked-by-chinese-public-security-department/.

vpnMentor, “Report: Fieldwork Software Leaks Sensitive Customer Data,” 87 2019. [F 51 1.
Available: https://www.vpnmentor.com/blog/report-fieldwork-leak/.

Capital One, “Information on the Capital One Cyber Incident,” 28 7 2019. [ > 5 Z/]. Available:
https://www.capitalone.com/facts2019/.

vpnMentor, “Report: Flight Booking Platform Exposes Customer Data,” 2 92019. [ 251 ).

Available: https://www.vpnmentor.com/blog/report-option-way-leak/.

23

© 2019 NTT DATA Corporation



SERR

[15] Security Discovery, “Auto Dealer Leads Network Exposed 198 Million Records Online,” 119 2019. [
254 ]. Available: https://securitydiscovery.com/dealer-leads/.

[16] TechCrunch, “A huge database of Facebook users’ phone numbers found online,” 4 92019. [ 23
- 2/]. Available: https://www.businessinsider.jp/post-198159.
[17] ZDNet, “AWS servers 'secure’ following Malindo Air data breach,” 209 2019. [ > 54 2/]. Available:

https://www.zdnet.com/article/aws-says-servers-secure-following-malindo-air-data-breach/.

[18] The Jakarta Post, “Lion Air data stolen, leaked by ex-GoQuo employees,” 24 9 2019. [F 51 ).
Available: https://www.thejakartapost.com/news/2019/09/24/lion-air-data-stolen-leaked-by-ex-goquo-
employees.html.

[19] Grreenbone Networks, “Information Security Report,” 16 9 2019. [ > 5 2/]. Available:
https://www.greenbone.net/wp-content/uploads/CyberResilienceReport_EN.pdf.

[20] JPCERT/CC, “#8#8(D SSLVPN HFDHEISEICEET DFRMEE," 69 2019. [F 5 ). Available:
https://www.jpcert.or.jp/at/2019/at190033.html.

[21] DEVCORE, “Infiltrating Corporate Intranet,” 7 8 2019. [4 2 54 Z/]. Available:
https://i.blackhat.com/USA-19/Wednesday/us-19-Tsai-Infiltrating-Corporate-Intranet-Like-NSA.pdf.

[22] BAD PACKETS, 24 8 2019. [# 2 5 2/]. Available: https://badpackets.net/over-14500-pulse-secure-vpn-
endpoints-vulnerable-to-cve-2019-11510/.

[23] F5, “New Golang Malware is Spreading via Multiple Exploits to Mine Monero,” 27 2019.[F 254 1.
Available: https://www.f5.com/labs/articles/threat-intelligence/new-golang-malware-is-spreading-via-
multiple-exploits-to-mine-mo.

[24] Security Affairs, “US Cyber Command warns of Iran-linked hackers exploiting CVE-2017-11774 Outlook
flaw,” 37 2019. [ 25 2]. Available: https://securityaffairs.co/wordpress/87895/breaking-news/cve-
2017-11774-apt33-attacks.html.

[25] Microsoft, “CVE-2019-1132 | Win32k Elevation of Privilege Vulnerability,” 97 2019. [ 251 1.
Available: https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2019-1132.

[26] Bleeping Computer, “Windows Zero-Day Used by Buhtrap Group For Cyber-Espionage,” 117 2019.
[ 254 ). Available: https://www.bleepingcomputer.com/news/security/windows-zero-day-used-by-
buhtrap-group-for-cyber-espionage/.

[27] Federal Student Aid, “TECHNOLOGY SECURITY ALERT - Exploitation of Ellucian Banner System
Vulnerability,” 17 7 2019. [ 2 5 /]. Available:
https://ifap.ed.gov/eannouncements/071719ITSecurAlertExploitationEllucianBannerSysVulnerability.html.

[28] Bleeping Computer, “BlueKeep RCE Exploit Module Added to Penetration Testing Tool,” 257 2019. [#
2241 ]. Available: bleepingcomputer.com/news/security/bluekeep-rce-exploit-module-added-to-
penetration-testing-tool/.

[29] INTEZER, “Watching the WatchBog: New BlueKeep Scanner and Linux Exploits,” 197 2019. [ 54
Z/]. Available: https://www.intezer.com/blog-watching-the-watchbog-new-bluekeep-scanner-and-linux-
exploits/.

[30] ZDNet, “Metasploit team releases BlueKeep exploit,” 69 2019. [4 T /]. Available:

https://www.zdnet.com/article/metasploit-team-releases-bluekeep-exploit/.

24

© 2019 NTT DATA Corporation



SERR

[31] Wordfence, “Recent WordPress Vulnerabilities Targeted by Malvertising Campaign,” 227 2019. [ >3
- 2]. Available: https://www.wordfence.com/blog/2019/07/recent-wordpress-vulnerabilities-targeted-by-
malvertising-campaign/.

[32] Wordfence, “Ongoing Malvertising Campaign Evolves, Adds Backdoors and Targets New Plugins,” 308
2019. [ 251 ). Available: https://www.wordfence.com/blog/2019/08/ongoing-malvertising-
campaign-continues-exploiting-new-vulnerabilities/.

[33] Google Project Zero, “A very deep dive into iOS Exploit chains found in the wild,” 29 8 2019. [ 5
~]. Available: https://googleprojectzero.blogspot.com/2019/08/a-very-deep-dive-into-ios-exploit.html.

[34] Apple, “A message about iOS security,” 69 2019. [/ 25 /]. Available:
https://www.apple.com/newsroom/2019/09/a-message-about-ios-security/.

[35] LINE, “LINEPAD Y hDTOT 1 —IVERZEEEATREQRBUEDEEDSMSE,” 292019. 425
- /1. Available: https://linecorp.com/ja/security/article/224.

[36] AdaptiveMobile Security, “Simjacker - Next Generation Spying Over Mobile,” 129 2019.[#4 2541
~/]. Available: https://www.adaptivemobile.com/blog/simjacker-next-generation-spying-over-mobile.

[37] Microsoft, “CVE-2019-1367 | Scripting Engine Memory Corruption Vulnerability,” 239 2019. [ 254
2/]. Available: https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1367.

[38] SOPHOS, “Georgia’ s court system hit by ransomware,” 37 2019. [7" > 5 /]. Available:
https://nakedsecurity.sophos.com/2019/07/03/georgias-court-system-hit-by-ransomware/.

[39] New Bedford, “MAYOR DISCUSSES IMPACT OF RANSOMWARE ATTACK ON NEW BEDFORD’ S
COMPUTER SYSTEM,” 57 2019. [ 254 Z/]. Available: https://www.newbedford-
ma.gov/blog/news/mayor-discusses-impact-of-ransomware-attack-on-new-bedfords-computer-system/.

[40] NEWS-DISPATCH, “Malware attack on county computers,” 97 2019. [7" 2 5 /]. Available:
https://www.thenewsdispatch.com/news/article_d9809e48-7e8d-52d5-9d08-5d6c1adab2a2.html.

[41] Inside Higher, “Hackers Demand $2 Million From Monroe,” 157 2019. [4 254 Z/]. Available:
https://www.insidehighered.com/news/2019/07/15/hackers-demand-2-million-monroe-college-

ransomware-attack.
[42] Associated Press, “Indiana county targeted in malware assault on computers,” 247 2019. [A 254

2/]. Available: https://apnews.com/65b22b56e7384c7db4031a07c92c6419.

[43] Fox 5 News, “Multiple Georgia state law enforcement agencies hit by ransomware attack,” 28 7 2019.
[7F 25 ). Available: https://www.fox5atlanta.com/news/multiple-georgia-state-law-enforcement-

agencies-hit-by-ransomware-attack.

[44] WTVY, “Houston County Schools pushes school start back further,” 307 2019. [4 2 54 2/]. Available:
https://www.wtvy.com/content/news/Houston-County-Schools-Announces-Additional-Delay-
513399671.html.

[45] DIR, “Update on Texas Local Government Ransomware Attack,” 59 2019. [7 25 /]. Available:
https://dir.texas.gov/View-About-DIR/Article-Detail.aspx?id=213.

[46] ZDNet, “Ransomware hits hundreds of dentist offices in the US,” 29 8 2019. [4 >/ 5 2/]. Available:

https://www.zdnet.com/article/ransomware-hits-hundreds-of-dentist-offices-in-the-us/.

25

© 2019 NTT DATA Corporation



[47] Republican-American, “Wolcott school computers remain shut down a week after malware attack,” 99
2019. [# 51 ). Available: https://www.rep-am.com/local/news-local/2019/09/09/wolcott-school-

computers-remain-shut-down-a-week-after-malware-attack/.

[48] Campbell Country Health, “SERVICE DISRUPTIONS AT CCH; NO ETA,” 209 2019. (#3541
Available:

—

https://www.cchwyo.org/News/Press_Center/Health_News/2019/Service_Disruptions_at_CCH_no_ETA.aspx.

[49] The United States Conference of Mayors, “2019 Adopted Resolutions,” 97 2019. [ S51 ).
Available: http://legacy.usmayors.org/resolutions/87th_Conference/proposedcommittee-
preview.asp?committee=Criminal%20and%20Social%20Justice.

[50] The Cybersecurity and Infrastructure Security Agency, “Steps to Safeguard Against Ransomware
Attacks,” 307 2019. [ 25 ]. Available: https://www.us-cert.gov/ncas/current-
activity/2019/07/30/steps-safeguard-against-ransomware-attacks.

[51] The Cybersecurity and Infrastructure Security Agency, “CISA Insights: Ransomware Outbreak,” 218
2019. [ 254 ). Available: https://www.us-cert.gov/ncas/current-activity/2019/08/21/cisa-insights-
ransomware-outbreak.

[52] IBM, “LOCAL GOVERNMENT RANSOMWARE STUDY,” 59 2019.[7 25 /). Available:
https://www.ibm.com/downloads/cas/MKPQVOL6.

[53] CYBEREASON, “TRIPLE THREAT: EMOTET DEPLOYS TRICKBOT TO STEAL DATA & SPREAD RYUK,” 25 4
2019. [ 254 ). Available: https://www.cybereason.com/blog/triple-threat-emotet-deploys-trickbot-
to-steal-data-spread-ryuk-ransomware.

[54] ZDNet, “Florida city fires IT employee after paying ransom demand last week,” 17 2019.[A 2351 ).
Available: https://www.zdnet.com/article/florida-city-fires-it-employee-after-paying-ransom-demand-
last-week/.

[55] BANK INFO SECURITY, “Emotet Botnet Shows Signs of Revival,” 26 8 2019. [F 2 54 /]. Available:
https://www.bankinfosecurity.com/emotet-botnet-shows-signs-revival-a-12964.

[56] Bleeping Computer, “Emotet Botnet Is Back, Servers Active Across the World,” 23 8 2019. [ 5
2]. Available: https://www.bleepingcomputer.com/news/security/emotet-botnet-is-back-servers-active-
across-the-world/.

[57] Cybersecurity and Infrastructure Security Agency, “Alert (TA18-201A),” 207 2019. [A 251 1.
Available: https://www.us-cert.gov/ncas/alerts/TA18-201A.

[58] SOPHOS, “Emotet:Nastier Than WannaCry and Harder to Stop,” 7 2 2019. [ 2 5 2/]. Available:

https://dbac8a2e962120c65098-4d6abce208e5e17c2085b466b98c2083.ssl.cf1.rackcdn.com/emotet-
nastier-than-wannacry-harder-to-stop-pdf-2-w-5139.pdf.

26

© 2019 NTT DATA Corporation



NTTDAaTda

Trusted Global Innovator

2019 11H29HH1T

HRASHNTTT—%

¥ )T EIMTER 1BHREF1 T HEEE NTTDATA-CERTIEY
KA H@ /I &RE / KA BR /T KE
nttdata-cert@kits.nttdata.co.jp



