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Microsofttt|d. FETEBIL TL\DIRE S )L— TFTHAFNIUMX®, 5 1t L™ T 77 DearCry |
DA ZBRAL TVWDEBANTVET (48], fICE . BBODBRE I I —TICLDBAN
BREINTVWET, SEIFEOT 1 RETHO/=7=0. EFEEADRIGN TETHE S TRE
MEREUEEEZOSNE T, TORER. KrebsOnSecurityDERHRIC LD & ARIEFHHECL DT
KEEAETHE< EE30,000LL EOFHBINREE R Tz EMARTVWET [49].

43. WEDRNEXR

WEEIL. 4437R— b ZENUT=CVE-2021-268550SSRFAESSM % ZEMA L TExchange Server
DRI ZERE U Tzd &, CVE-2021-26857DT ) 754 ADMEFHMEEER L TEEEICHK
DI EFTEMNTITET . DB SELEXchangeD TOF V7 —F 70 F v &EOTF U X
HWZZALZEBRYT D EN S, DEVCOREFRIC K DT IProxylogon] EMBINF U, WE
FIIBEBEICRY I U E EENDI—RERITTIF I HWBEIL hIZECVE-2021-
26858 PCVE-2021-27065DiEFEHEERBA L TERD I 7N IIVEESAHE T,

Microsoftft M S IXMEE TO T S L E#RFIFE. €L TCVE-2021-26855DSSRFDAESEIEF T
WY —=IUDRESNTWET [44] AIESSMEIFEOT 1 EFEHEDRH. 1 T —R Y bA
NEUTVWBDR IR TAIRK BETOV S LDORBRIICBATNTLDISENAHY F9, K
BENMEALTNY I RPERELCVSGBIFEBETOJSLZERLTENY I RY

27

© 2021 NTT DATA Corporation



fesatE

BRERECTHBEENMEATETCLRVET, T IHBEORADEREZRBEL TSI, K
BENMEAULTVBZEIE XY M D=0 ZYIBE U TRAL TV SRBEDHRRE /Ny
IR PERBRLUZHETBETOT S LEER LR TNERY FRE A

CVE-2021-26858 D
exploit (post-auth E —_— ) - ——————— "
file write) =l |
Write a malicious Drop web shells ;
file to any path .
- @ @ - s
Send malicious CVE-2021-26855 Authenticate as CVE-2021-27065
Post-
HTTP request exploit (SSRF) Exchange server exploit (post-auth Osh;fc:;';z:tnlse
on port 443 file write) keyboard activity
- @ ® '
CVE-2021-26857 Escalate privilege Run arbitrary
exploit (UM (as SYSTEM on commands
deserialization) Exchange Server)

6: Exchange Server®IT VX JOAMFI—2 [50]

44, XESH

AFETIE. MicrosoftttMExchange Serverd 07 1 fE35E ZEXY LIFFE U7z, Palo Alto
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REFMT D EERAET [68]0

AZVIIIICEDWENMLARLTVDH, AETIERAZ VI VT DRBEFE, HERK
e ROTERICDWTERERULE T,

31

© 2021 NTT DATA Corporation



NIWVoIT7 SO LIIT

53.1. A2V I VT DWEEIRNR

T4V TTFREMROBEHEIEBINL TS TVBIHR T RAI VIV TICLDHEHRE
EEIMEMRICHY £, 2020 FEEANFEHICHTD T 1 v I U TFHFEREMD WS HEIL.
2021F1BIFRIEDEDNB LYW ELWVHEHRESTN., 2HIXMEKEER>TZEDD., 381
FT<1BERZFDKEICEY EUT [53][54] [55]0 A2 WY U TDEKRISEEISEES
NTLWEREBAD, T4 v I VIRRBRIE. RSV VT OHEHENBIMERICH DS
DTWET [53] [54] [55]0 AW IV ITDHEF. BHARERLZITTRIBATESZL, FBI
[CLBTAVARREREE UM V59— MEFEDFABEREE LD &, 2020FZFT
241,3421%, #95,4008 RIVICRAIHENFEEL TVET [69][70]l, PXIVATEH, RZvY
DIERED T4V D TEFIRMEINL TLWET,

53.2. AW U DiESE
I—HEFREAWebH 1 FAFETZAI VI IIDX Y E—IE T NSRRI LSIC
T—EREZESAYvE—Y] & [T—EADEF 1Tz E > A vt—I)] ICH5E
TEET,
£ 11 I—HZEFREBWebT I MNFEETDIXYvE—
184 BT

HF—E 2D S DBHDSMS X W £ — I EBESTADSMS K W E— I EED,
g | ]
sy | ® VOFRIVYEVEIREREOEREEOTHENA Y t—I S

[71]

o EXWBEHREDYIVEUTHA FOBRFSLBHAX v E—IEES [72]

F—EREARDSBRTEIC 7 CAERDOX v E—IRE, tx1F
g | THEEDX YL UERS,
otra | L N _
S o =HMERBITHOED FE=FHNSDRIET IV EIXZERIUzHIERZE
ot g = UTFEVel EVWSEEXYE—IZEED (73]
RO | o SHERMTN SDINVERD A v E— I EES

® SNSADTVILAMRDXAYE—I7HES

32

© 2021 NTT DATA Corporation



NIWVoIT7 SO LIIT

WEEIL, FROEODBAYE—ITI—HFZRERWebT 1 EAFELRZY ., FIERT
TUT—=230EFTIBERY LT, I—FDBEREZBAEX T, I—FDBEREOHEEER
121CEEHLUET .

* 120 [EHRGEIOFO
a5 EL
SMSX W Z—IJ(CARIERWebt 1 ~DURLZEEEH L . WebtF
RIERWebt 1 MET7 IR UI—FICEANERCRAERE VO 2ERE
AATH, [BFERZEGRT D [71]
SMSXwt—I(ZEHEHUFZURLA S, I—FICRIERT7 U
—30EYOIO0-RETED, TEDhE. I—FHFIERT
TNT—=230F4A A —=IVU T HDDRERT T T—2
3V DERMNEDEKREZHAT T D, TDFER. RERT T IT
—I3 UM, AV— kT 7 U EOERIRED SIEHRETHEL
T, 19— Y F EOWEBENZEET D [72]

RERTTIVT—232

WEEL LEOFOCKLVGIUERREBRAL. *2v EN\UF I ITZENUIZREEE
EDT—ERDEBRAVCERDRAI VY VI DILEREHREEILATEET,

53.3. AZW I UJIIXT BRER

Proofpointit DIREEIC LD & KEICELDI—HYNRRZI VI VIO BFOZHT
S5LUTVWRNEHREFEINTVNETT Xz FAREEICH VT FHERRDFHLLEDEFEN,
2V DIDEFIVTA ML—ZUTZEEBL TWVRVWE VW SRBREBREINTULET
[74]e LEEZHFADE. AI VI VT DHENHELTVWSERIE. I—TFADRI VI
TDIRODEAMIFRLTWREER OSNET,

ATV T EMSIBVWI—FITIE EFTRAIVI VT EVWSIHAN-KEBDEFEEEZD
BREZH>TESDIZETYT, I BHREF 21U T DERZERELTLVDIE
HRUEHEENRE (IPA) DWeb™ 1 FERDIEENDRVWTLU LD, EDzH. AV I
JICBRATN TV 2E/EECEREEED Y —EAREEN T —ERDI—HIIHULT
BB FRIEGEZT > COW CENRETY, T —ERRMEEF. I —TFDFIAT SWeb
A M7 TIT—230ZN LT BBNICAI VI D IDFREEZITAIR,. <01
—ANRZIVIIITZHODTESDIENTEFXRY,, £zw I—FICH T DIFRMEHREDH T
AZYIIITDSMSA Y E—IDEFZLFINE T—ERZFBETS IR RI VY
VITDSMSKX W E—JICREINDEEMERL . WEMHHNBDTDITLUL D, THIT, 1
—ERFAICHT DI DLRORFEPEBOE LICEENYFT,

PEREDEBE. EFIVTAHEC TV IIIVZTaAL—VaVEVSRERERE
HAMICRAEL T R 2w I VT IINT DHEDEHBZRCER. RUXFILOBELENZC

33

© 2021 NTT DATA Corporation



NIWVoIT7 SO LIIT

EMTEFXRT,

BRIlE WBEICL DT AZVIIITN T4V D ITFTERD X W £—JORIERWeb )t
A b REBRTTVT—=2 3 UBNEWIEVRAFENTVET, LEEDELDIRIAIVIIITD
SMSX W Z—IDFRMREZ T TIE, HEEBCENEH#CH > TETCVET, 2T
—HFICIE. LTDK D BHEEEZ R A T= R ERDEBAZHR L F T,

AZIVIIITDSMSX Y T— I ZZEEERT ST BMLICT D @ETO/N1S
MSIRMEINDEUVSMS X v E—IDRGICERUIESMSA Yy E—IZTOv o7
% (75

AN—h T VDURLT A ILF ) D THEEZBRICT D, I—HFHSMSX v E—I(C
SEHEHINLEAERURLEZY Y TUTE BERID T 1 v U T4 bADBEZ BER
(CIEWTT D [76]0

MTRRARTHS T TV T—23 %4 A M=ILT . 2R R ;7 DAppStoreX®
Google Playl[C RSN TV BRBEBEBRAD 7 TV T—3 &1 I A M—ILT D, F
7z, iIOSK U AndroidifRlE. 7T T—23 D1 VA S—=IVBRARR R TPH ST
[CHIRINTUND, COFREEEMELEL,

HEADAY—k T4 2DFE. EMMP®MDMZEA LT, Halcniz7Uo—2 3
IIEFERRNANA VAR —=ILEBZU. BRGT7 TIT—23 D1 A =V EE
WELEVYLT, AN—b T ED7TIT—203 0 2ERBT S (77

54. ¥&H

SE AT TIEEmotetDTA V5 IV ERZ VI T DEBEICDVWTIBN UE U7z Emotet
DEREREIE. BRSO EDEBITHEN R UT=T 1 U4 2 {F#, [ Operation LadyBird ]
[CKD>TEELEINE LIz CDEHIE. EmotetD K DB HARICHEERIFTVILT T T
DIRARFERIC [, ERZEZ AN ETH D EZRLELU EmotetlFEBELFL
7=, EmotetlC Lk D TEFENLBRIGERD>TI T, FLETRBELEZVIVD T 7EEHNIC
BRRRINENITTIEDY F R A E=ENEZFENL/NRAT—REERAUTARET7 7 EZALE
WEDIZNRT—REZEU T REERUEEVIVY I 7 DHEZE 16 D726 2 ERFR % EHE
LELLD.

FREFEEZLDI—HYN, A2V TEVWSITAN-KBEMYFHA, —ATEEZL
DI—HHRAZIVIITEVWSBREEZZRHL THRT DL DI T—ERZIRMT DBEN
L ER > TEREREODEREHZERL CLKBERH U ET,

Emotet&E AW I T DVWINICEZH UFITH, I—FRUBEFENENHGENICY
WoI7Z280tx1 )74 ICHET 35FDBERZNE V. BREZIELU<EFHELIZD AT,
BEURRISZER > TOWKWEBENBDEEZFT,

34

© 2021 NTT DATA Corporation



TR

6. YA

BHRRA VWEHD R ECER

HARBEBOEFEN S EEANBERREDKREITEFE D> TVFIN MR L TRAVEYS
[FRZE/EFRE A, 2021F58IZIE, IEET A FDOmiai (RY bXY—4 T 1 2 J%t) IZDL)
T, 1— 0BT Z 2O AANERESHOEGE T —INRELE U, OmiaiDAANRE
REROBEET —IRBIENTTAHERRINTEY (78], WEE(IX. COREULER
T—HEFE D CEERRIFEIDBEBREEHE TS TUEVET, TDEH. 5. COLIBK
NESREZHOEGT — Y EZERULERYITEUNBINT S EFRULET, fIZIE LERDE
ANHESSEH KT ZRAVWTAANESRL TWVA U510 VIRTIE, BB iFl DA EE R E
FoRBEOORMROBFEZEBU CUEOINE UINFBAA Y T1 U TRAESRT
DFEREUT. eKYCHELENNTWLET [79], eKYClE, IBFRUGHERRSIEEICE DT
ABRPEDFESRFENED SN TVNE T, RAHRDEBRENREEL [F9iHER + Bt
2] DAHETIE. SEIORET—Y 2R\ AR UEERREFEIC LY. &Y IR UMNKIL
LTUERSIENNHY FT, eKYCTCHEINTLWSMMDARANESRAEICIE, ICFY TDFHH
BRUP, 2LIvY b A—ROBEEWSTZ, BIDEAZHAT ILERTBINGYET,
VI EUMEZHT DL THNIE LUEBEEOEVWAANERAEICUIVER D Z & & RET
ITRIUENRSHYET,

AANERDEBHRFLECT —ERCL > TEEEFETI HHDT—ERICHNTEA
HEREHDAEIENSSVDURINRHEDIOHNEBEEL. )XV DEEYER. RS
DEMEKREHFEUDCENMETT,

DOF BB EE S RI VI U TFFER

FEIOOFTIAIVADTYF UEEICET DFFRAETLUTVEY, /ER. SEHEDD
OF EREBEL TV D . BEEEY—S Y M UREFEPHMIC L DN E <
WENRVWTWET . 6BANSIXLVIBLVWERNEEBENRICRDH. BEELHBTIE
R A=Y b EFEOFFIDEZ D EFALET, TEDAHEND—DE LT, KEH
MRV IITZEZATDIETFALERT, fIRIE. BEEE#EZE > T IEEERITODD
DFUDROLDT. BRI CTHEIEARE] (801, MFFRIICRIRISDDRNT U F D DEENT
TN, FEHIMNE] DL OIBRAXAYE—IZE AV RAZEY , REBEEODORERAREZIRY AE
B2, HDWVIMED T v T4 MIOLIY FA—RREDBFERZEANTED, &)
DIEENFRTEFRT, VIO F UEREICHU CEREERT DXV EZ—IIEFEHRTT ., #r
BAOFIAIVABREDA v E—IZ2ELT. TS UTERULVWERB > 25ZAIR. BERE
mEy—0 FHEIOFTOF UFFR HEERY SSA 2 J1)—=511)L:0120-797-
1881 [BIAMHEKL TLS7ZTL)

35

© 2021 NTT DATA Corporation



TR

TEEET T LAY I TIREOME

2020FEEIMHEHD L R— b TlE. ZEEES VLTI T7THEZRY EIFH UL, £
APQERE | 7 — LFAFRBZEDCD Projekt SA R AREBEAL<ZEL WIS U RTL 1Y
HENR, SUTLDIT7HREEZITEUR [82] [83], KIRIREITMDCNA Financialld, 2020
FDIRSFANA000A RIVOBREDIZILWVWICERLEZZEMHRUSNE LT [84],

2020 10A DAKEFEDHEEEEIER (OFAC) DEIFENDLDIC. BREDZIALIE
BRENRT DTADRES. BETIHINEZITVET, FDoH,. BREEZIST—
AlF SEBDPLTVNKEEZONFTT [85], LN L. REBINERIEZEZBS T A
TITICKVIBRZEZLAAINT, KEQRIXA—IZZTINE UNFEBA. TDLOBIFE
NH3RY. BREZZILOD>TULEROIEVWDIT—RIE, SERERUKITDITUL LD,

36

© 2021 NTT DATA Corporation



HA1LT1Y

7. I1LT1Y

HAALTA/EEEH LTS HEME AOCOER A MRS OCER
ERRTATELL. CEBHEHOHSABEYET. ANRGOHRLE - BN OREH - £ O@FE

128 18 128 138
1 1 |

1 1
[A] BRI AR SS1E : |
I A NECEIP PEXH—/V I I
| CVE-2020-5685 I I
CVE-2020-5686
| | |
i i i
| ! A Sonicwall |
| A Microsoft Defender 1 CVE-2021-20016 1 .
) CVE-2021-1647 | | AI\S}hcrosoft Exchange
erver
| A Microsoft |  CVE-2021-26855
I A i0S. iPad0s. tvOS CVE-2021-1732 |i' CVE-2021-26857
CVE-2021-1782 : CVE-2021-26858
| CVE-2021-1870 o b cvE-2021-27065
I CVE-2021-1871 :I
L0715 I o
[ I 1
| | x4
i i =i
i i |
| I ol
I I 4
1 e 1 4
Ilzj-yr-:ur-w%ﬁﬁh*- I "
]
| I L1 OSYRTLIUMRAR
| WIobit7x=34 | mxam@eBEY—2 L
I l ' 1 W Acer
| I o o
I . W CD Project RED : I YISAYLANM
W WestRock :
| | o Harris Federation B
| | L
I 1 WS UTHEMARE |
1 | |
1 | |
1 | |
| | 4
| | o
: @ DarkSide [E{§'Y—J1 : : :
]
1 |1 ®Ziggy @&V |
| 1 . 1 @ RyukdpiE
1 | |
I 1 ‘- - - & #i@DearCry
| | |
| | |
| | |
| | | |
| | n
n n

37

© 2021 NTT DATA Corporation



RYMLATAVIERHL TV DT

ERRLTATIIGL EEEHADEEH B ET

128 118
I

AOCOER

128
]

HA1LT1Y

A AFESHE fol 5=

ANSQHFILE - BN OMEH - T O@XH

138
I

[C] fEHRIRA L : :
| I W stormShield |
| OERE | YAk |
| HEOOFBIEEURE I W sitePoint 1
I 1 10054 1
1 mamces ! !
| Yy—231—k | |
I ) O =HERERT |
I W EEEEHE ; I
| HESHFRI0AH - Git "
I W VIPGames.com i i
| | |
Salesf
| Ondx g : alesforce
| O BANDAI | ZLIvbh—RiER I
| O REAFE 1 2989HF 1
| O =#FREx 1 Os53+E 1
| ORRAZ [ O @R 7LZ |
1 I |
1 | OE2c8RIl | O#EEmARWebT Ik
1 O+~ |D KOBEIEd & O rS\@'JJIS\" 1 0 =HERFG
I O BABRES OMorinfo 935
I O&Ig Orpacre U :E;EZO :
' O
e O hUIdRETE
BRES A I O 17 AB4T
1 1 |
1 W BN ERST I |
| FROOF 727 158 | M Gmail, Hotmail |
1 mEs)| e 1 ;O_fg-gf:lfz\ﬂzv—f: 1 : W SITA
| ﬁ%:' E;ﬂﬂ:bﬁ 1 ! b - a0IAL 925
1 ; 1 R
| B OpenWRT I | - - pOANA 10054
| I—HiFER I 1 M Verkada
EABN A SR
1 W rES)LII /S92 | | 15B&6% i
| BEMEERS 04 | | -
.. 3 LINE
! N ! I - EAEEEsET
: ; : W Accellion T 7 1)UBE  —E'2 ': | FAREIRRRARIC
1 3881004 1 CIHUESONLNE =777~ T HEELE
I W BuyUcoin | O H2
| iR 1 e
1 32/5000A5 ORERS
Iy h—RIER
1 M Facebook 3364
1 5183 l30075{f|'- 1
| | |
1 1 1
38

© 2021 NTT DATA Corporation



HA1LT1Y

HYMLSAUEHELTLSAMT AOCOERN A MRS fol 5=
EEFHETATIo< CEBEHEHDESHEYET., ARGOGIEFRILE - ES OWREH - EH O@NSE
1 1 1
128 18 128 138
I I I
EET— -
| |
! @ Paypal =5z S 1 |
| | | =
| OBUBMIIVF-L | OFABEEES
5D
| ompmess : | opgmcoo
l itﬂ‘?{f_%ﬁﬁ I I O SHAIH—FERS
| = — ! ! O MyJCBEERD
| v tETEED | O=BURZISREES
: O TRAN—REES : :
| | |
. . I
| Ommxe |
| O KBfES 1
| O Bz |
RARAEBYE O |
7k 7 L
A a 1
1 1 ||
1 @ Emotet i 1
1 WEAVISRIE 1
| @ tmotet I
| H%‘Y—Ilbikﬁﬁ |
r ﬁikBookmre : :
: @ JPCERT-CC
LR XX l ————————————————————— l— 1 Hfﬁﬂ;ﬁeﬂ I
| | |
1 | . !
: @ #ffEDanaBot : Ko N— |
MrbMi
! ® #FiESunSpot | & MrbMiner !
1 I  @Bazeloader 1
1 | |
I I # SilverSparrow I
1 | # SUPERNOVA 1
| | |
[ o QTrickBJt !
' : ' | @ CISA, FBI
| =is=ss== fresssssssssssssss=4 sYc==== b
| | |
| i |
1 | ®ifEXcodeSpy
1 1 1
1 1
[El1~¥IoxT7 . 5
1 1
39

© 2021 NTT DATA Corporation



HA1LT1Y

HYLLSAEHLTWB B AOCOER A AFESSM e B,
BEREATEIL SBEHEAOEANHEYET. ABG@HRLE - B4 OB - B O0E
1 1 1
128 18 128 138
I I I
— -
| 1
I | |
| @FREF1IUT110KBRER2021 | 1
| | |
' ! O LINE !
I I [ SFLLES
| 1 O w1 EEs | I\ —TER CHGERRIT
1 | 1
I 1| PWURRIEE I
| | |
| | |
| | |
| - 1 I
| OVINYORHE 1 |
1 el |
I EEERert N DEAERER )
1 1 1
: I | OAMKEBE
I 1 1 TS O
1 1 |
ARERTIE 1 |
| | [ | [ |
40

© 2021 NTT DATA Corporation



S5

3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]
[11]

BEANBHRREZER “MEABROREICET DEREFD—EZNET DIER
(BE) | LURRRE" 235121

RS “—E—F STRFEEABREREL" BFIER, 2020, pp.
53-4.

—IRAEEABRRREELSHEER S, “CBPREZEL” 1752021 [4 254
~/]. Available: https://www.jipdec.or.jp/protection_org/cbpr/.
—RAFEABARBEREFLSHEER R, “ToERERDBARERDGDPRYS
S BIET—9BEERLNI” 184 2019. [F T4 V). Available:
https://www.jipdec.or.jp/library/report/20190418.html.

BEAERFREZESR “BEABROKREICET SERICMRDEVRURERAN
STAMREICKYBEERITIEAT —9 DEERVICET S#zrIL—IL,”
[ 254 2/]. Available:
https://www.ppc.go.jp/files/pdf/Supplementary_Rules.pdf.

ERfe\E,  “—HE—& SHR2EEEANEREREL" &F A& FHREFE
HIEMENIGERREZ, TFIETS, 2020, p. 96.

BAERFREZSESR “CUBAICEET SHE - RAFORERICAITZHRRICD
W (BIRBEICRDBIRRMEDITRSE) 7 4112020. [F 2511
Available: https://www.ppc.go.jp/files/pdf/201104_ekkyouiten.pdf.

NHK, “LINEft&R HEHSDENERADT 7 ZEMZRSHIC,” 233
2021. [ 2251 2/]. Available:
https://www3.nhk.or.jp/news/html|/20210323/k10012931491000.html.
BABRFRERZER “TEABBROREICETSIERICOVTOHAI RSA
V1 RU MBAT =9 DRAWEDERIFEEUZIHEFONBICONT] IC
B9 25Q&A" EABRREZRSS, 1211 2019. [F 251 V]. Available:
https://www.ppc.go.jp/files/pdf/1911_APPI_QA.pdf.

ERReE, —fH—% T2 cUERBARRIREE, EEIEFS, 2020.
BEABRFRELZER “BABROFREICET DERICED THRLEORBICD
LWTC,” 2342021.[7F 254 ] Available:
https://www.ppc.go.jp/files/pdf/210423_houdou.pdf.

41

© 2021 NTT DATA Corporation



[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

S5

StooHEA 2542, “TLINE] BABRNMMEZ. EBEEXORELED
5--BRARBEUZERE” 1732021, [F 251 ). Available:
https://www.yomiuri.co.jp/national/20210317-OYT1T50123/.

FABFRFEDIGITAL, “HAMLUNEFAEDER - BEET —5. BETEHRE"
17 3 2021. [#A 254 2/]. Available:
https://www.asahi.com/articles/ASP3K64ZCP3KUHBIOTW.html.

a5 S ONERETSAT JBEF BZ, “BUSINESS LAWYERS,” 412021.[#235
-1 2/]. Available: https://www.businesslawyers.jp/practices/1314.

NHK, “LUNERIFECHA RS1 2 “HERBER BRISQWMIEAZ" BF" 15
2021. [#A 54 /). Available:
https://www3.nhk.or.jp/news/html|/20210501/k10013007361000.html.
HBEMEDIGITAL “IERIFHEZEL TR UNEHRORR. —B—% 23
32021. [#A 254 ). Available:
https://www.asahi.com/articles/ASP3R7R94P3QUTILO6F.html.

RFREA V514, "FEINAMEANERFREERIFEICHALITER" 2310
2020. [ 254 2/]. Available: https://toyokeizai.net/articles/-/382436.
BNIBHRREZE SR, (1251 V]. Available:
https://www.ppc.go.jp/personalinfo/legal/kaiseihogohou/.

Bt R EsER,  “BABROREICE T FFXEDEERERERE
(CER 2 9OFEE) sREE” 32018.[4 51 ]. Available:
https://www.ppc.go.jp/files/pdf/personal_report_3003_jigyosya.pdf.
MHEFHARE, “FHEETNEEOFRMBICONT,” 2432021 (A5
41 2/]. Available: https://www.matsui.co.jp/parts/pdf-
view/web/viewer.html?file=/company/ir/press/pdf/pr210324.pdf.

SCSKiFN=$t,  “https://www.scsk.jp/news/2021/pdf/20210324.pdf,” 24 3
2021. [ 254 /). Available: https://www.scsk.jp/news/2021/pdf/20210324.pdf.
B#oOXRTyv 2 /BRI E1—%, “SCSKITttENAEARELESE4HER
B o7 ?ITRFHDATBRERRERE," 164 2021. [F 251 V1.
Available: https://xtech.nikkei.com/atcl/nxt/column/18/00989/041400051/.
ERBmRY AT LAEYY—, "SRMMEEFEIE 1Y VR T LORENRE
% - MREE (BBRRSRET) 7 32019. [F 54 ). Available:
https://www.fisc.or.jp/publication/book/003930.php.
ERBmRY AT LEYY—, "SRMMEEFEIE 1Y VR T LORENRE

42

© 2021 NTT DATA Corporation



[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

S5

# - fRERE (BBORRERET) [ 2019, p. fREHIEME (BE9RR) 9.
ERRHRYATLEYY—, "SRMEEIE1 - YT LOZENRE
# - fRERE (BEORRCKET) [ 2019, p. EFFEE (F9hR) *£3.

Security NEXT, “MHEE% CEAREENEANTIESIH - REFFBICENSD
FETSLSENMERREERA,” 25 3 2021. [ T4 /]. Available: https://www.security-
next.com/124542.

BAREIE, “NHIZSBRE DK ZEBMTSHN SCSKIT VI =78,

24 3 2021. [+ 2251 2/]. Available:
https://www.nikkei.com/article/DGXZQODG246R70U1A320C2000000;.
HRRASMNTTT—% Fa2UTo&ME, “CAN\—tFa1)7«ICETS
00— /NIVEIAMEHEL R— b (202078 ~98) Z2F,” 11122020. [4 2
24 2/]. Available:
https://www.nttdata.com/jp/ja/news/information/2020/121100/.
TRRHRYATLEYY—, "SRMEEI O E 11— YT LOZENRE
# - fRERE (BEORRERET) [ 2019, p. BEEEME (FE9ofR) E1.

BFREERE, AL RAADDERELE YA LV-—IRENR [V
~/]. Available:
https://www.nikkei.com/article/DGXZQODZ05ABIOV0O0C21A3000000/.
BAREERE, “ANATI1008ADRE YA L—I1ER. FEREIARMES
[ 254 2/]. Available:
https://www.nikkei.com/article/DGXZQODZ060KO006032021000000/.

SITA, “SITA statement about security incident,” [7 254 2/]. Available:
https://www.sita.aero/pressroom/news-releases/sita-statement-about-security-
incident/.

Pestalozzi Attorneys at Law, “The revised Federal Act on Data Protection,” [
224 2]. Available: https://pestalozzilaw.com/en/news/legal-insights/revised-
federal-act-data-protection/.

HARESIREEE, “X1 AERT —IRELNERORNBS LUEU [—HigT
— Y {RERB] EDEE” [ 254 ] Available:
https://www.jetro.go.jp/ext_images/_Reports/01/74c0fb55f759d238/20170108.pd
f.

£HZEE, “ANA MEDIAKIT ANAXT 1 7F+ Y bDIRA,” 2311
Available: https://www.anahd.co.jp/ana-

43

© 2021 NTT DATA Corporation



[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

S5

info/ana/mediadata/pdf/mediakit/ANA_MEDIA_KIT_outline.pdf.
JALDS2RIOZT2=45—232, “JAPAN AIRLINES MEDIA INFORMATION JAL
LEXT A TDIRA,” 4254 V). Available:
https://www.jalbrand.co.jp/common/pdf/adv_all.pdf.

Security NEXT, “TSalesforce] FIFADEE T # —LICHREME - thitBEHlEE
BRBED,” [AS4 ]. Available: https://www.security-next.com/123273.
BAREHRE, ‘1A TERET7IER E—IVRT#+—RERT” 427
1 2/]. Available:
https://www.nikkei.com/article/DGXZQOFK280XJ0Y1A120C2000000;/.

freee, “O TV REBBEVEDEEERIXTAICHUTDE=EICLDT7I T
ZADEREMICDWNT,” [F 54 V). Available:
https://corp.freee.co.jp/news/system-research.html.

BiRVRATLRX, “OTITRBIRTLNDE=ENSDT I EZAIZTDNT,
[ 254 2]. Available: https://www.ryobi.co.jp/news/notification20210210.
HMASHIFTITIINIVITA AL, “E=ZBOT7 I ERICLDERR
HICDW,” [F 34 1. Available:
https://www.konami.com/games/corporate/ja/news/topics/20210301a/.
BAEENE, ‘=HMERFGRT2HNBRERRAL. Y X TLREMET
[Z4 251 2/]. Available:
https://www.nikkei.com/article/DGXZQODF086CX0Y1A300C2000000/.

EFRH IS, “TPARTNER] ADE=ZFICLBDFETIERICDWVT,” [#Y
24 2/]. Available:

https://www jica.go.jp/information/info/2020/20210316_10.html.

Microsoft, “Microsoft Exchange Server 2019, 2016, 2013 FHDOtF+ 121U 7 «
EHTOTSLICDNT: 2021 F 3 A 2 B (KB5000871),”  Microsoft, 2 3
2021. [ 254 /1. Available: https://support.microsoft.com/ja-
jp/topic/description-of-the-security-update-for-microsoft-exchange-server-
2019-2016-and-2013-march-2-2021-kb5000871-9800a6bb-0a21-4ee7-b9da-
fa85b3e1d23b.

Infrastructure Security Agency, “Emergency Directive 21-02,” Infrastructure
Security Agency, 3 3 2021. [4 254 Z/]. Available: https://cyber.dhs.gov/ed/21-
02/.

DEVCORE, “ProxyLogon,” DEVCORE, 3 2021. [ 25 Z/]. Available:

44

© 2021 NTT DATA Corporation



[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

S5

https://proxylogon.com/.

M. M. S. K. S. A. T. L. Josh Grunzweig, “Operation Exchange Marauder: Active
Exploitation of Multiple Zero-Day Microsoft Exchange Vulnerabilities,”  volexity,
232021. [F 254 /). Available:
https://www.volexity.com/blog/2021/03/02/active-exploitation-of-microsoft-
exchange-zero-day-vulnerabilities/.

Microsoft, “HAFNIUM targeting Exchange Servers with 0-day exploits,”
Microsoft, 2 3 2021. [4 254 2/]. Available:
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-
exchange-servers/.

KrebsOnSecurity, “At Least 30,000 U.S. Organizations Newly Hacked Via Holes
in Microsoft’ s Email Software,” KrebsOnSecurity, 53 2021. [4 251 ].
Available: https://krebsonsecurity.com/tag/microsoft-exchange-server-flaws/.
Microsoft, “Analyzing attacks taking advantage of the Exchange Server
vulnerabilities,” Microsoft, 25 3 2021. [ > 5 4 2/]. Available:
https://www.microsoft.com/security/blog/2021/03/25/analyzing-attacks-taking-
advantage-of-the-exchange-server-vulnerabilities/.

palo Alto Network, “Microsoft Exchange Server Attack Timeline,” palo Alto
Network, 11 3 2021. [ 2254 2/]. Available:
https://unit42.paloaltonetworks.com/microsoft-exchange-server-attack-
timeline/.

HAREERRGS, “BFCRITIAN-—UIVERR” BREERBRHS
2020. [ 2254 2/]. Available: https://www.sonpo.or.jp/cyber-hoken/data/2019-
01/pdf/cyber_report2019.pdf.

T4y IV INERER “2021/01 T4 VIV ITRERR [FU51 U1
Available: https://www.antiphishing.jp/report/monthly/202101.html.

T4 ITNERER, “2021/02 T4 VI IITRERR” [F231 1.
Available: https://www.antiphishing.jp/report/monthly/202102.html.

T4y I UINRRER “2021/03 T4V IV IRERR” S 1 U1
Available: https://www.antiphishing.jp/report/monthly/202103.html.
MATITECENBRUIBHEEMNE, “TEmotet] EMIEND VA ILAANDRGZE
I A—=JVICDWT,” [A T4 ]. Available:
https://www.ipa.go.jp/security/announce/20191202.html.

45

© 2021 NTT DATA Corporation



[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

S5

T—ER &EF1UT1H%HREt, “EmotetT A U490 UBIHEDIRIRE S
DFER,” [A T4 ]. Available: https://www.ssk-kan.co.jp/topics/?p=11545.
—MRAEEANIPCERTO—T 4 X—2 3 VS —, “TIUDJ I PEmotetDT A
D970 0 ERGURARICN T D@, [4 2 5A1 V] Available:
https://blogs.jpcert.or.jp/ja/2021/02/emotet-notice.html.

Security Next, “lEmotet] Z3BU\EEsH7= lLadybird/Fik] - WEBEMN/INY O T
W MREDARENEE,” [F 54 ). Available: https://www.security-
next.com/122910.

Bundeskriminalamt, “Infrastruktur der Emotet-Schadsoftware zerschlagen,”

[ 254 /). Available:
https://www.bka.de/DE/Presse/Listenseite_Pressemitteilungen/2021/Presse2021/
210127_pmEmotet.html.

POLITIE, “Internationale politieoperatie LadyBird: wereldwijd botnet Emotet
ontmanteld,” [ 254 ]. Available:
https://www.politie.nl/nieuws/2021/januari/27/11-internationale-politieoperatie-

ladybird-botnet-emotet-wereldwijd-ontmanteld.html.

LY R oO%ARt,  “T A N—IBFRORAER | EUROPOLICE D
EMOTETTA 2452, [A 254 V] Available:
https://blog.trendmicro.co.jp/archives/27132.

HauioHanbHOi modgiuii, “Kibepmonilia BUKPpUAa
TPaHCHaULiOHaJlbHe YIrpymOBaHHA XaKepiB Y
PO3MOBCHAXEHHI HaMHe6e3MeyYHIWoro B CBIiTi
KOMT IOTEPHOr O BipyCy «EMOTET»" [F251 ]
Available: https://www.npu.gov.ua/news/kiberzlochini/kiberpolicziya-vikrila-
transnaczionalne-ugrupovannya-xakeriv-u-rozpovsyudzhenni-
najnebezpechnishogo-v-sviti-komp-yuternogo-virusu-EMOTET/.

HIEXTECH, “BHBBIRATIVIIT lEmotet] NER,” [40351 V1
Available:
https://xtech.nikkei.com/atcl/nxt/mag/nnw/18/041800012/042100139/.

ZDNet Japan, “~JUJ T 7 TEmotet] DENREIIHEERS005--BRERESIN
AL, [ 54 . Available: https://japan.zdnet.com/article/35166831/.

Malwarebytes Inc, “Cleaning up after Emotet: the law enforcement file,” [7
7 2]. Available: https://blog.malwarebytes.com/threat-

analysis/2021/01/cleaning-up-after-emotet-the-law-enforcement-file/.

46

© 2021 NTT DATA Corporation



[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

S5

BLEEPINGCOMPUTER Inc, “Europol: Emotet malware will uninstall itself on April
25th,” [A 254 ]. Available:
https://www.bleepingcomputer.com/news/security/europol-emotet-malware-
will-uninstall-itself-on-april-25th/.

FV/IN=TT4200IvNOB%AEH, “SMSEFRULRERIVIITICK
DA IN—FERDGEIRIE,” [74 54 ). Available: https://eset-info.canon-
its.jp/malware_info/special/detail/201210.html.

Proofpoint, Inc, “FBIf 2% —xw MEFEIRESE | 2020F [CRARDEERAIEER
ZERS UTZDIXX—IVEFER"  [#4 254 ). Available:
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/fbi-internet-
crime-report-shows-email-fraud-represents-largest.

Federal Bureau of Investigation, “INTERNET CRIME REPORT 2020,” [A 2354
~/]. Available:
https://www.ic3.gov/Media/PDF/AnnualReport/2020_IC3Report.pdf.
Whoscalf\&tt, “ZXI VIV IONK > TRICHEESFICZDFO - WKAE
= ZNIBN, 254 V1 Available:
https://whoscall.com/ja/blog/articles/196-%E3%82%B9%E3%83%9F%E3%83%83
%E3%82%B7%E3%83%B3%E3%82%AF%E3%82%99%E3%81%A3%E3%81%A6%E
3%81%AA%E3%81%AB%EF%BC%IF%E8%A2%ABY%ES%AE%B3%E4%BA%8B%E4
%BE%8B%E3%82%84%E3%81%9D%E3%81%AE%E6%89%8B%ES%8F%A3%E3%8
3%BB%E5%AF%BE%ET7%AD.

LU RYA OO%AEH, “BESMSHSFEESNDIFRET TUEA IR M—
WUTUFERDZ6EDRD?,” [#F2T4 ). Available:
https://is702.jp/news/3803/partner/101_g/.

ZIOT4H%AEE, EHERA—RORY TR UKRX—IVITERIFERFO
ERDIFABICOVWTEER" (4254 2] Available:
https://koneta.nifty.com/koneta_detail/1141008010565_1.htm.

Proofpoint, Inc, “State of the Phish 2021,” [Z 254 2/]. Available:
220252.37-pfpt-jp-a4-r-state-of-the-phish-2021.pdf.

HASMANTTROE, “SMSIEEBRE" [4 254 V1. Available:
https://www.nttdocomo.co.jp/info/spam_mail/sms/.

¥rN&%tInnovation & Co, “HITITHT1ILF TV T+ SRMERIKLL

B BOAGERSR " 4254 ). Available: https://it-
trend.jp/filtering/article/98-0002.

47

© 2021 NTT DATA Corporation



[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]
[87]

S5

B =%tinnovation & Co, “EMM&EIF ? MDMPMAMEDEWNEDHNUYPT <
R |, [ 34 ). Available: https://it-trend.jp/mdm/article/160-0005.
FAEE DIGITAL “IE&E7 7)) OEANBRIELD REFBLGE17164
EREFRMEILL, 21 52021, [F 254 V1. Available:
https://www.asahi.com/articles/ASP5P5Q3PP5PULFA02S.html.

TRt “TIEFRIC X DUNZEDFEERRA L ICRE T SIE R TR D—ERECUET
Rl DRRICDWNT,” 30112018 [F 51 1. Available:
https://www.fsa.go.jp/news/30/sonota/20181130/20181130.html.

HEAT, “EREBEEEEOEIREERE" HBEAM, (4251 V] Available:
https://www.caa.go.jp/policies/policy/consumer_policy/information/notice/effort
s_002.html.

MIATEOEN BEEREECVY—, “THEIOFIIF VR HEERY b
5471 ZCHRALESV, 1452021, [F 254 V). Available:
http://www.kokusen.go.jp/info/data/coronavirus_vshotline.html.

L. Abrams, “CD Projekt's stolen source code allegedly sold by ransomware
gang,” BleepingComputer, 13 2 2021. [ 2 54 2/]. Available:
https://www.bleepingcomputer.com/news/security/cd-projekts-stolen-source-
code-allegedly-sold-by-ransomware-gang/.

Security NEXT, “REF IV LERWEDS U RILA V. AERBRELEK - 5V
YL ITT7IE TCringl ,”  Security NEXT, 19 5 2021. [ 2 54 2/]. Available:
https://www.security-next.com/126310.

K. M. a. W. Turton, “CNA Financial Paid $40 Million in Ransom After March
Cyberattack,” Bloomberg, 215 2021. [ 254 2/]. Available:
https://www.bloomberg.com/news/articles/2021-05-20/cna-financial-paid-40-
million-in-ransom-after-march-cyberattack.

U.S. DEPARTMENT OF THE TREASURY, “Advisory on Potential Sanctions Risks
for Facilitating Ransomware Payments,” 1 10 2020. [ 2 54 Z/]. Available:
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_1001202
0_1.pdf.

aaa. [ 31 ]

AAESIRESHE (D1 R0) , “GDPRERIEIAN 526, EBAEROHEE
BAR,” 46 2020. [7F 251 /]. Available:
https://www.jetro.go.jp/biznews/2020/06/c81164d22cfa1274.html.

48

© 2021 NTT DATA Corporation



[88]

[89]

[90]

S5

MOTHERBOARD TECH BY VICE, “Bot Lets Hackers Easily Look Up Facebook
Users' Phone Numbers,” 26 12021. [ 25 /]. Available:
https://www.vice.com/en/article/xgz7bd/facebook-phone-numbers-bot-

telegram.

l. NEWS, “5.33f& A(DFacebook I—F—DEFHSEILEANIER. 1LFE T+
— S LTRE” 442021, [F 254 ] Available:
https://www.itmedia.co.jp/news/articles/2104/04/news016.html.

LINE Corporation, “LINEZ S A /NI—iRUI—" 3132021.[A 251 .

49

© 2021 NTT DATA Corporation



NTTDaTda

Trusted Global Innovator

202156 H18HFT

BHARHNTTT—%

T2 )T FAITER

ARE =& / Kl T2 /EFH = /)& \th / = 80/ =lis K# / BK —8 /
EiE T/ 48 #a

nttdata-cert@kits.nttdata.co.jp



