o . )
fido =

ALLIANCE | authentication

FIDO P3AFYANEIDA1VH—3y b (IoT) ZRETZEHD
FRBAYR—T12Y (VIRARGE) REERE
BRERTFITY KT VA BEEICEDERR ToT DRIEEMEERREY
(EFRNRDEAEEER)

2021 £ 4 A 20 B. BUIAN=FHII>TYE1— - FIDO 7SA T A& TINAZZIZI R0AS T
SAOEIB TSy IA— AICHENDBZRICATR—R (FIHAERTE) ZBIBR(ICIZFLV\A—T R [oT 54
[FIDO Device Onboard (FDO) . J7AR-FT/AR-A>R=R (I7-7¢-A=) a0 1TONIVER
FKUZEUZ. FIDO 731/ T AlE. COZEREAEEIBU T, IoT T\ R KARRICERM I 2RI EUDFa
U714, JAN 1EMEEVOTERBICEDIEAE T, FIDO T NAZAVR—RIE, T mRZHE TERA
> ARERERIRT 32, HRPNSREFENDHDEFIRDEEOIATER 250 U L%z
. BAN—tF 21U/ (CBDFBATER T AT ADEARNRE D> ZSBICRREEEZIEN T,

IDC (&, IoT igh' 2 HIDFERIKREZHEIFL. 2022 F(X(E 1 JIERILOKREZZEM T IEFEUTVE
T, CO&SBEETFACEMNNST, TONAHF LI -T-Om S ZNREVERIEDAB TE. K
ZHOTEENEHOA IS TAHMREIODOVWTRAIBRRZZIBO TS ZENMOMDELZ. SEIDFHE
Tl 170 &0 IoT UY=4—-0D55. 85% N tF1)7/(CREI2RE2N [oT BADKERFEEETIROTLSE
EIEUTVET, &, BIFEDK 3 20 2 (64%) M IVRY-I>RO IoT T+i1UT1hEHAN R &
BERBIETHZEOELTHD. Iy E1-T1>4 (55%)  ATHNEE (AD) /H#HFE (50%) .
5GDEA (28%) Z LEHTVEY,

FIDO 7354 7>A® IoT [} FDO HAR(lE, AVR—F1>4 (FIERERTE) (CHFD IoT tF1VT(DRRE
HEERT BIEHICHRBITHREINEURL, INIE. FIDO FREMEAETHFERMN LT — YRR BB O RICERA
UEDEEIRRTY . 20 FDO HAR(IZHEMAEDRAT—HRIGELTHEN, A—TF> TERECEREITIENTSE


https://fidoalliance.org/
https://www.idc.com/getdoc.jsp?containerId=prUS46609320
https://intuitive-design.preview.foleon.com/knect365/getting-ready-for-the-next-phase-of-iot-evolution/home/
https://www.computerweekly.com/news/252488935/Security-concerns-remain-a-major-barrier-to-IoT-adoption#:~:text=As%20many%20as%2085%25%20of,major%20barrier%20to%20IoT%20adoption.&text=Half%20of%20the%20respondents%20said,deployment%20and%20business%20case%20examples

F9, YmE. COEREEZERBIUBERT ST —330 2 RELTVET , BREBOERKE. X0
URL KDHAREZEE. Y0>0-RIBENTEET,

https://fidoalliance.org/specifications/download-iot-specifications/

FIDO 7347 ANIH 74T - T1L 45 -3 CMO TH37> R)1—->F7(d. [REFERINE FIDO
FIAZAR— RZEE (S, IRTEDTT EICTFTET BT 1T Ty TEARE T B2 DT 514 7> Dk
RERDFEHENR—R(C, CORRD#EAH% [oT 7 IVT—2a(EAUZEDTY . (. IoT OXEREIEEM
ZERFELTHD., W&, /T EE. BhX, YIRRECZRRFIRZEIESTENTEET, N1 LDER
BzB2IATV., EXE -BERRTOEELRARCBVT, MINEZETEBETEF17RFEFEZANT
IoT £tz iEE T DHENHDF T |LRRTVET,

BIETE2R IoT TINAAAVR—T 1> DIRERUE

FDO (3. IoT T/\AROBEA>KR—T1>) (FIERERE) JORILTHD, IEGIAR A\ BEES A%
SERAUT. 50237 NA 2502 TNARBIBS AT ACASR—T 424 (FHAERTE) I 3HOEERN
DLRERTEREEM loT ERITRMHEULFT,

FIDO 7 /{1 ZAA>R— MEEICLDE SR EOAYMNILLTF D@D T,

®  IUTNE - REFEEP. T/AABKRCHINIERLDE. RTEERMEET S
AR=ITOTRICHN B ERZZINSHERHHFERA. BEICEEMEEN FDO JOEX
(F. EDLSBLANIOFFERE TEHRUEN DR (CEIMIT DEN TEF T,

® I - BEE. (BWETER) 12AP-IOBFRT, EDTFIRTIYRIA—LITN
ARZAVIR=RIDNERETDIENTEFT . 1 DDOT/NAZ SKU 2EDT Y hIA—AICEFE
HIBENTE, T/NAZADY TS F1— 2 KIRICEIFRIL T DENTEE T,

o tF1UF+ - FDO (FMEFEEIN TV VA M=5— WS T7TO—-FZEALTVSI8h,
A AD=5—FRYRI=I(CT A RZEM T BBR(C, HEEDOB VA >I50 7723 M-
WIBRZMHBERT FLTIEAITBEETERVLSCHOITVEFT,


https://fidoalliance.org/specifications/download-iot-specifications/

1>7) Internet of Things JIL—7 . NAZATLSF 2 "EAAHANT ) - U)1—2a> AEBFIDT 145
W RR=ZY—=THIIVAT1> - R=IAE [INE IoT SATLZEMIZ LT SHOEERREED
—DZEFRIRITZEZBNEVERERNAIA=2TT, $1UL) FDO FRAg(E. JANDHI. REfEDiEHE.
TF VT DEECIEIS. IoT EEOSRBILACEIUET . FDO FASDEER(CLD, IRTEDODFHC
&LBAVIR=T1>27 - TOtR % BEMEENZEMOEVEROYYI-3aV([CBSHZZET, PEEF
[oT DHRZTRISERIENTERLSCRDFT JLRRTVET,

N SNRT = RADIRTFEZRIRL . AT —STIRIREDL 7 HD > MOFSEDZREC. S0 > T TEREE
REREIZERIRI B EZBMELI. FIDO 734 7> ADEFDEFHEA T, FIDO T/\AZAA>IR—R(E.
FIDO 754 7>AMD 1oT £XlifEZEP= (IoT TWG) OEEZIBL TRESNIZED T, HEERZFESD
ZVFv—R-h—ZL144 (Intel) . FUS-)L-¥>FT«47 L (Qualcomm) . BIEBES1IT-J—-)(—

(Intel) NEDIEICHZODTVWET . £z, Arm. Amazon Web Services (AWS) . Google.
Microsoft BREDEEMIAREZEDIT(F—ELTEMENMULTVET.

FIDO 7354 7>AE IoT TWG (3.5 8B 7 H CKERR) (CUIEF—%zFEL. [FIDO T/\A XA R—
RIFHE. 1-2T - SEORETOCRCOVTESZFELTLVET , SHlB LUEREUL TS
ZESBBIEE0\, https://fidoalliance.org/event/securing-iot-with-fido-authentication/2021-
05-07

FIDO 7/\A AA>ik— RDFBINE. FEEUIDIRTA M=% SBRIZE0,
https://fidoalliance.org/intro-to-fido-device-onboard.

IoT 2RDAT—IHRIS—&H5D FDO ICBIT3IAY M (HFHHIAAY MIEXDFFiSH)



https://fidoalliance.org/event/securing-iot-with-fido-authentication/2021-05-07
https://fidoalliance.org/event/securing-iot-with-fido-authentication/2021-05-07
https://fidoalliance.org/intro-to-fido-device-onboard

“As the IoT rapidly expands, the security of devices cannot be optional and a strong
foundational root of trust is essential. Arm is dedicated to driving standards in security
through initiatives such as PSA Certified, and welcomes further ecosystem collaboration
for the advancement of secure, robust solutions that enable innovation. The FDO
specification will enable device makers to deploy, onboard and manage secure IoT
devices faster at a lower cost, helping scale IoT across both industrial and consumer use
cases.” — Mohamed Awad, vice president, IoT Business at Arm

"FDO is a revolutionary standard, leveraged by BT's Zero Touch Onboarding (ZTO),
which can address a critical need for the IoT, Edge Compute and 5G industries and help
them to scale up securely and fully automated, from the manufacturer to the consumer,
from the device to edge, and from edge to the cloud.”" — Dr Mohammad Zoualfaghari,
Research Manager and IoT Architect at BT

"We are delighted to be part of the IoT TWG and will be supporting the FIDO device
onboarding (FDO) specification. Originally, we worked closely with Intel SDO and
adopted this approach to our IoT security platform, KeyScaler. Now that FIDO has
developed a new enhanced standard, we will also be supporting FDO in our KeyScaler
platform. Current and future customers will be able to leverage FDO in their IoT
projects.” — Darron Antill, CEO of Device Authority

"The work the FIDO Alliance is doing to address phishing by closing security gaps on the
web would not be possible without industry collaboration and standardization. It's a
natural fit for the FIDO Alliance to use these same tools to address the threats against
IoT infrastructure. As a board member of the FIDO Alliance since its earliest days, Google
is proud to have contributed to this new standardization effort to better secure IoT." —
Dave Kleidermacher, VP, Android Security & Privacy, Google

“The Open Horizon project wanted a simple solution to zero-touch provisioning that
would have wide support from hardware manufacturers, maximum flexibility, and a
staged approach. The FDO specification from the FIDO Alliance certainly meets those
requirements. After implementing and shipping support in Open Horizon, we're pleased
with the results and with the feedback we've received from those using it in the field.
We're looking forward to implementing FDO in our Smart Agriculture SIG's use cases,

and in the Open Retail Reference Architecture.” — Joe Pearson, Technology Strategist,

IBM Cloud and Technical Steering Committee Chair, Open Horizon project
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“We are delighted that the FDO protocol is built with security in mind as it enables FDO
based systems to store the private key secrets and device credentials in a Trusted
Platform Module. TPM is a widely accepted and used technology that creates trust in
manufacturing and supply chain. It is a major contribution towards the acceleration of
IoT device deployment.” — Jirgen Rebel, Senior Vice President and General Manager
Embedded Security at Infineon Technologies

"Today's announcement is a significant leap forward in enabling secure device
deployments at scale. By creating the standard and open source reference
implementation in parallel, the FIDO Alliance has delivered an IoT standard which is
proven to be secure, significantly lowers the cost of onboarding and speeds time to
market.” — Francois Ozog, Director of Linaro's Edge and Fog Computing Group

"LoginID continues to support the FIDO standard and its emergence as the de facto
global method for authentication. As part of our API strategy of providing the easiest
way to integrate FIDO, LoginID will be deploying FDO as a part of our platform in 2021.
We look forward to collaborating further with other enterprises on this initiative." —
Simon Law, CEO, LoginID

“We are thrilled to see the FIDO Alliance address such a critical piece of the IoT device
lifecycle. Device onboarding through a standardized protocol like FDO simplifies device
set-up by abstracting the underlying complexities of the hardware, which will accelerate
the adoption of IoT in industry.” — Sam George, VP of IoT, Microsoft Azure

“The demand for automatic onboarding, traceability and updating of assets is growing,
and manufacturers are challenged to rapidly identify and replace defective devices
before they disrupt operations. Integrating FDO into our IAS4.0 platform will prove
invaluable in informing our roadmap for the future of industrial automation and Molex’s
broad portfolio of industry-leading connectivity solutions.” — Riky Comini, Senior
Director of Industrial Automation, Molex

"The FIDO Alliance has set the standards for secure user to device authentication which
has gained broad acceptance and adoption worldwide. With their release of these new
standards for IoT we now have equally robust standards to support the challenges
associated with secure device onboarding." — Phil Dunkelberger, CEO, Nok Nok



“FIDO is simply the most effective way to eliminate both ID theft and unessential
password reuse. The Rakuten security team is fully committed to transitioning from
traditional authentication methods to a world where passwords aren’t required. This
mission is critical if we wish to achieve a truly secure internet for society. This is another
important milestone on the way to Internet World Peace.” — Yoshinari Fukumoto,
General Manager of Cyber Security Defense Department, Rakuten Group, Inc.

"By promoting the FIDO Device Onboard (FDO) Specification to Proposed Standard,
FIDO Alliance is demonstrating its active commitment in deploying its authentication
standards to new fields. The FDO specification will pave the way for secure interactions
between devices and IoT platforms. As a board member of the FIDO Alliance,
RaonSecure is delighted to support the FIDO Alliance in this important progress,
enhancing security in IoT environments.” — Soonhyung Lee, CEO, RaonSecure

“SecurID, an RSA business, congratulates FIDO and the identity community for
completing the FDO spec, a critical milestone towards securing the IoT supply chain and
ecosystem. As a FIDO Board Member and contributor to the FDO technical working
group, we are actively exploring ways to incorporate FDO into our market-leading
identity and access management and IoT security offerings.” — Salah Machani, Director,
Engineering Technologist, RSA
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