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© Shredders

‘A shredder is used to grind data carriers in small fragments. For this purpose hardened steel knives that
rotate in the opposite direction are used. There are shredders for various types of data carriers; paper and
cardboard, optical media (CD, DVD, Blu-Ray), flash memory (USB sticks, memory cards), tapes (audio,
video, data), credit cards, smartphones, tablets, SSD's and hard disks.

Not every shredder is suitable for all types of data carriers and materials. For the grinding of the metal

housing of a hard disk, for example, much more power is needed than for shredding paper. The DIN 66399
standard specifies which materials a shredder can process to which safety level.

® Crushers

@ Punchers

Crushers are specifically developed to physically damage hard drives. A crusher uses a metal wedge to

bend a hard disk over it's length in a 90 degree angle. The metal wedge is pressed down with a great
force. This damages the platters, read heads, electric motor and electronics of the hard disk so that it is no
longer accessible. A crusher is often used as a second step in the hard disk destruction process. First a
hard disk is erased with a degausser after which it is physically destroyed with a crusher. This provides an
optical verification that a hard disk has been destroyed and is ready to be disposed of.

Some crushers optionally offer a module that can also destroy SSD's (Solid State Drive). An SSD is placed
in the metal module after which it is compressed by the crusher. Depending on the specific model, the SSD
is pierced in several places with metal pins or cracked into a wave pattern. Both methods ensure that all
individual SSD memory chips are damaged.

A puncher uses a hardened steel pin to pierce hard drives. When piercing a hard disk drive, the platters,
readheads, electric motor and electronics of the hard disk are damaged so that it is no longer accessible. A
puncher is often used as a second step in the hard disk destruction process. First a hard disk is erased
with a degausser after which it is physically destroyed with a puncher.

INTF GARUR &T YT VIR AT RE,

DIN 66399 Norm

Crush Box : 4 Wiz EE L VFICIFY BT 3

Data 7
ESTROYERS

Material Classification

Original Size
Paper, film

Reduced Size
Microfilm

Optical
CD, DVD, Blu-Ray

Magnetic
Tape, credit card

Hard Disk Drives
SATA, IDE, SCSI, SAS

Elektronic

USB Sticks, SSD's, memorycards

P-2 P-3 P-4 P-5 P-6
Strip width Particle size Particle size Particle size Particle size
max. 6 mm max. 320 mm? max. 160 mm? max. 30 mm? max. 10 mm?

F-2 F-3 F-4 F-5 F-6
Particle size Particle size Particle size Particle size Particle size.

max. 30 mm? max. 10 mm? max. 2,5 mm? max. 1 mm? max. 0,5 mm?

0-2 0-3 0-4 0-5 0-6

- ]
Lict _ "
/ “z&é Particle size Particle size Particle size Particle size
max. 800 mm max. 160 mm? max. 30 mm?2 max. 10 mm? ‘max. 5 mm?
T-2 T-3 T-4 T-5 T-6
Particle size Particle size Particle size Particle size Particle size
max. 2000 mm? max. 320 mm? max. 160 mm? max. 30 mm? max. 10 mm?
H-2 H-3 H-4 H-5 H-6
Damaged Deformed Split, deformed Split, deformed Split, deformed
Particle size Particle size Particle size
max. 2000 mm? max. 320 mm? max. 10 mm?
E-2 E-3 E-4 E-5 E-6
Split Particle size Particle size Particle size Particle size
max. 160 mm? max. 30 mm? max. 10 mm?2 max. 1 mm?
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NSA/CSS Evaluated Products List for
Hard Disk Drive Destruction Devices
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OVERVIEW

Devices included on this list have passed evaluation by meeting requirements set by the NSA/CSS for the
sanitization of magnetic hard disk drives. Meant to serve as guidance, inclusion in this document is not an
endorsement by the NSA/CSS or the U.S. Government.

QUALIFICATIONS FOR APPROVAL WHAT YOU NEED TO KNOW

Performance testing cvaluates the device's ability to 1. This list serves as guidance for the destruction
deform the platter(s) of a hard disk drive in 30 of magnetic hard disk drives only. Refer to the
seconds or less, by bending, punching, or waffling. NSA/CSS 9-12 Storage Device Sanitization
Manual.

The NSA/CSS does not evaluate hard disk drive

shredders, however any shredder designed for hard 2. When used on their own, hard disk drive
disk drives is an approved method for platter destruction devices DO NOT sanitize
deformation. magnetic storage devices.

e The hard disk drive destruction devices
Equipment is listed in alphabetical order by vendor. contained in this document are only
Models that are no longer manufactured but still authorized in conjunction with a magnetic
approved arc included. degausser for routine magnetic hard disk

drive sanitization, or by themselves only in

Vendors submitting equipment for evaluation will emergencies as directed by the NSA/CSS 9-
o longer lave thein retunn shipping costs funded by 12 Stwrage Device Sanitization Muanual.
NSA. e Hard disk drive shredders do not sanitize
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NSA/CSS Evaluated Products List for
Solid State Disintegrators

July 2021

OVERVIEW

Devices included on this list have passed evaluation by meeting requirements set by the NSA/CSS for the
destruction of classified solid state storage devices. Meant to serve as guidance, inclusion in this document is not
an endorsement by the NSA/CSS or the U.S. Government. All listed products sanitize TS/SCI and below.

QUALIFICATIONS FOR APPROVAL

Performance testing evaluates the device’s ability to
reduce any solid state storage device to a maximum
edge size of 2 millimeter or less.

Devices that meet the NSA/CSS sanitization
specification for specific solid state storage devices,
as well as optical storage devices are identified as
such.

Equipment is listed in alphabetical order by vendor
and contains all solid state disintegrators that have
passed evaluation. Models that are no longer
manufactured but still approved are included.

Vendors submitting equipment for evaluation will no
longer have their return shipping costs funded by
NSA.

1.

WHAT YOU NEED TO KNOW

This list serves as guidance for the disintegration

of solid state and optical devices. Examples of

solid state storage devices include:

e Cell phones

e Tablets

e USB/Flash/Thumb Drives

e Solid State Drives inside desktop computers
and laptops

e Circuit Boards

e SIM Cards, EMV Cards, Credit Cards and
other Magnetic Strip Cards

Optical storage devices include:

e (CDs, DVDs and Blu-ray Disks (BD)

Not all devices can securely disintegrate all solid
state storage devices. Be sure to review the
“acceptable material” remarks for approved
formats.
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Crushing Plates

The the anly hard arh
patented, cormugated, interlocking, hardened steel plated design. These
5.75-inch by 425-inch plates attack the entire hard drive, not just select
points, and yponent of ing,
circuit boards, read/write heads, and platters. This, however, requires a

LT AZ VR, . TV I=9 A INGERT 5720
WCHLEUTRAT I, & 2 VISR ORISR A GA L BRI
KEHE L RELTVEF B2

CrushBox DB-80SSD-HPIZ & %
BIEDIKRF (2.5HDD)

tremendous amount of force so that suficient pressure can be applied DB-80SSD-HP
on every point of the hard drive, otherwise the hard drive would not bo
sutficiently destroyed. b
% BT 5 —7 5 4 XSSD/HDDRIEA FRR<TAR

MAXOBHENLT

Currently, no mechanical or electrical system the size of MediaVise* can 5 RA—RET H T RERI
produce enough force to empioy a plate design that can attack all
surtaces of one time and ing crush cycle.

The MediaVise® overcomes this obstacle by sing a hydraulic system

am xy5-734%
2542 7HoD 254 ¥ FHOD
-

that produces an unmatched 40,000 pounds of crushing force. Destruction: Complete bending, and distortion of entire piatter area
leading to total data loss. This means that EVERYTHING and EVERY o

Warping and crushing each and every platter in the drive will cause COMPONENT on a hard drive is targeted and demolished

changes I the magnelc stxiaoe ofthe patters. Onoe the magnetic

sequence s changed (mangled) fon s lost, not even imaging

software used by the experts to attempt to interpolate the lost data wil
be ettective.
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OVERVIEW

Devices included on this list have passed evaluation by meeting requirements set by the NSA/CSS for the
destruction of classified solid state storage devices. Meant to serve as guidance, inclusion in this document is not
an endorsement by the NSA/CSS or the U.S. Government. Al listed products sanitize TS/SCI and below.

SSD/HDD @RISR 40°CTEIADER [REEELFBLIRESATWET,

QUALIFICATIONS FOR APPROVAL WHAT YOU NEED TO KNOW
Performance testing evaluates the device's ability to 1. This list serves as guidance for the disintegration
reduce any solid state storage device to a maximum of solid state and optical devices. Examples of 5 , -
edge size of 2 millimeter or less. solid state storage devices include: 3]
o Cell phones
/CSS sanitization o Tablets 100k
solid state storage devices, o USB/Flash/Thumb Drives
as well as optical storage devices are identified as o Solid State Drives inside desktop computers 500k
such. and laptops
o Circuit Boards
Equipment is listed in alphabetical order by vendor . 100kg
and contains all solid state disintegrators that have
passed evaluation. Models that are no longer Optical storage devices include:
manufactured but still approved are included. e CDs, DVDs and Blu-ray Disks (BD) 500kg
Vendors submitting equipment for evaluation willno 2+ Notall devices can securely disintegrate all solid e st s 1000k
longer have their return shipping costs funded by state storage devices. Be sure to review the —

ept bl sterial” veruark o6 approved

NSA.
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Performance testing evaluates the device’s ability to deform the platter(s) of a
hard disk drive in 30 seconds or less, by bending, punching, or waffling.
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